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The E-Authentication Initiative

»Architecture Working Group (AWG)

- Kick Off 10/31/03

. 27 members
- GSA, NIST, USDA, USPTO, Treasury, HHS, OPM, EPA
Enspier, BAH, Accenture, Mitretek, IBM

- Four Sub-Group “Tiger Teams”
PKI, Composite Apps, SAML, Use Case

- Decided to use the baseline architecture as a starting
point on 11/19

- Agreed it would not constrain the FOC Architecture
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The E-Authentication Initiative

T
»Architecture Working Group (AWG)

- New Scope Considered:
Email
Forms
Personal Identifiable Information and attribute sharing
service discovery
single sign-off
non-browser thin clients (e.g., personal digital assistant, cell phone)
cell phone proxies
billing and charge-back protocols
group/role identification
trust agent and power of attorney scenarios
Composite Applications
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The E-Authentication Initiative

»Architecture Working Group (AWG)

. Status

Release Candidate 1 (RC1) completed 5/17/04
RC2 completed 5/26/04
RC3 expected to be final, expected this week
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»Architecture Working Group (AWG)

. Result

The FOC is a primarily a refinement of the baseline approach, not a
new architecture
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Step #1: User goes to Portal
to select the AA and CS

Portal | >

AAs
ECPs
i:w
CS
Step #3: The CS

/ Users
authenticates the user and MD SSO Options:

(
hands them off to the ©, a SAML
selected AA with their
identity information. The
CS also cookies the user as
Authenticated.

Step #2: The user is
redirected to the
selected CS with an AA
identifier. The portal
also cookies the user

Base CaSe with their selected CS.

Liberty
WS-Federation

Shibboleth
?

AA, [

AuthZ




Starting
at the AA

Portal

Step #2: The user
Is redirected to
the portal
with the
AA ID

( AA

Step #3: After
selecting their CS
the user is cookied
and redirected as
usual

CS

oY 7

Step #4: The user
is handed off to
the AA as usual.

>

ﬁ Step #1: User Starts at AA




Starting
at the CS

Step #2: The user
Is redirected to
the portal

with the

ECP IL 'CS |
(

Portal

Step #3: After

AA I selecting their AA
the user is redirected

back to the ECP as
usual

ﬁ Step #1: User Starts at CS

CS

Step #4: The
user is handed
off to the AA as
usual.
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ﬁ tep #1: User starts at the
portal and selects an AA

that uses protocol 2, then a
CS that uses protocol 1.
Step #2: The user

( Cs is cookied and
—| redirected to a
@ _AA | protocol translator
— that supports

\ protocols 1 and 2

Protocol

SCheme / Translator
Translator coniesans

© ( pT | redirected to
the CS with an

AAid representing the
protocol translator

Portal

N\

Step #4: The
CS Authenticates
the user and hands them

off to the PT using protocol 1. CSp1

Step #5: The PT _

hands off the user to E
the selected AA Proto2
using protocol 2

AAp;




Evaluate new Q
Start $> Scheme against Assess COTS

requirements Interoperability
Adoption
Lifecycle
Migrate,
Translate, :
or Both. Pilot

Adopt
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to select the AA and ECP

»

ﬁ Step #1: User goes to Portal

Portal

Step #2: The user
is passed directly

to the AA ﬁ
(

¥E N

Val | d atl O n Step #3. The user authenticates to
the AA directly using SSL or TLS.
Service

Step #4: The AA \ ¥
uses the validation | Validation |,
service to validate Service
the certificate

Community 3

Community 1



L_ocal
Validation

Step #1: User goes to Portal

to select the AA and ECP

»

Step #4: The local

Portal
Step #2: The user/
is passed directly
to the AA
(
eAuth
Trust
List
=)
ﬁq > AA Local
Step #3: The user authenticates to
the AA directly using SSL or TLS. Validation
Software AA Trusted CAs

it i

Commiin Commiin

validation software validates
the certificate using the local
trust list and the FPKI

Community 3

Community 1



Certificates
At Lower
Assurance

Applications

ﬁ tep #1: User Starts at the Portal.

Portal

Step #2: The user is

cookied and redirected

to an FPKI protocol
translator

Protocol

ﬁ Translator
Step #3: The user authenticates to

PAEENNE

3“

the AA directly using SSL or TLS. Step #4: The
7] PT uses the
/  validation
Validation | Sérvice to
Service validate the
certificate

Community 3

Community 1

Protol

Step #5: Once the

user authenticates to
the PT, they are handed o
to the AA as usual.
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The E-Authentication Initiative

»Summary of FOC Changes

New Name: E-Authentication Service Component
Clarified relationship to the FEA

A Refinement of the Baseline Approach
« Not a new architecture

New Appendix on Emalill

New Appendix on Forms
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E-Authentication
fits into the
Service Component
Reference Model
(SRM) Of the FEA

Component

E-Authentication
Service \

Customar Proferonce Customm Initiated Assistonde
Customer Relationship Manogemont ((RM)
T
Tracking and Workdlow Reufing and Kibsmakion
Maoncgemant of Process Supply Chain Manogemani
Organirational Management Inventrmest Manogoman
Digital Asset Sarvoes
Consent Mosagement Dacument Monsgoment
Knowledgo Manogoment Records Moncgoement
T
knobysis and Sokistio Visualization
Business Intelligonea Regorting
Dota Mosagemant Assety [ Matericls Banogomand
Humeos Rescaarcet Deovelopmant ond |ategration
Fimancicl Managemant Human Capital [ Workiorcs Managomant
\‘mlnnw . - Communicatien
P ==
Forma : Searth

See http://lwww.feapmo.gov/
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Step #2: The user is redirected /5
to the error handling URL -5 Portal

at the portal. The user
can then select an
appropriate CS
and resume
with the

base case

Exception
Fail-Safe

CS

Step #1: The user
El ' Is handed off to
the AA froma CS
of a lower
assurance level

AA,




Step 1: The AA redirects the
user to the portal with the CSid, &
AAId, and Session Reset tag on
the query string.

Portal

Step 2:
The user is passed to the CS with the
id and Session Reset tag on the query
string without any interaction with the user.

Session Reset
Support ﬁ

S

Step 3: The CS requires the user
< to re-authenticate S’ CSn

AA,




“Hint List”
metaphor

to select the AA and CS >

ﬁ Step #1: User goes to Portal

Portal

Step #2: The user
is passed directly

to the AA

I

Step #3: The user authenticates to

the AA directly using SSL or TLS

Step #4: The AA

uses the validation
service to validate
the certificate

Community 1

Validation
Service

Community 3
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Email with
Validation
Service

Step #1: User receives digitally signed email

¥ —g

Step #2: The email application
requests certificate verification
from VS

Step #3: The [ validation
VS validates Service

the certificate

Community 3

Community 1



Email with
Desktop
Validation

Step #1: User receives digitally signed email

g #— g

Step #2: The email application
validates the certificate directly

Community 3

Community 1



Email with

A |Oca| Step #1: User receives digitally signed email
Vallda:tlon ﬁ fj—bk)gﬁ >tep #2: Email
Se rvice application

requests certificate
verification from

By [2
< f' the local CSA

Dedicated
VS

Other Trusted CAs

ity Wi

Step #4: The local VS
validates the certificate
using the local trust list
and the FPKI

Community 3

Community 1
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TE G e AA

Step #1: User submits signed form data
using their certificate

Step #2: The AA
validates the
certificate status

Forms with
Digital :
Signatures Vs




Step #3: The user receives a cookie Portal

with the session identifier and is
redirected
to the portal to select a CS

Step #4: The user

© Is passed to the
- s CS, authenticates,
Forms Wlth CS and then is passed
back to the AA as
Pl N/PaSSWO rd / shown in the base
case
@Cﬁ 3
Step #2: The forms application opens a
browser window to connect to the web \
server using the
session identifier) @ >
AA

(s

Step #1: User submits form data using the s J[und (=g
forms application and the server returns a

session identifier Step #5: Once the user has
authenticated, the identity and
form data can be bound using
the session identifier
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| E-Authentication Interface
Specifications for the

SAML Artifact Profile as
an Adopted Scheme for E-
Authentication

SAML Atrtifact Profile

Specs

Technical Approach for the
E-Authentication Service
Component

>»Resources

Adopted Federated
entity Schemes

-

SAML PKI ???

S

E-Authentication
Technical Approach

NIST Credential E-RA
Technical Assessment Risk Assessment
Guidance Framework Methodology

E- Strategic

Authentication Plan

Guidance

E-Authentication Mission

remanl. My Terma.
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