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Lower Assurance Levels

¢ PIN & Password
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E-Authentication
Base Case

ﬁ Step #1: User goes to Portal to

select the AA and CS
>
Portal

AAs

ECPs
Step #2: The user is
redirected to the selected @
CS with an AA identifier. . AA,
The portal also cookies
the user with their selected
Cs.

CS
Users

Step #3: The CS authenticates

the user and hands them off to MD SSO Options:

the selected AA with their ~ ©, *SAML
identity information. The CS @ eLiberty _
also cookies the user as sWS-Federation
Authenticated. -fhlbboleth
o
AA

AuthZ
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User Starts at AA E-Authentication

Portal

Step #2: The user is

redirected to the Step #3: After selecting

portal ©, AA their CS the user is
with the cookied and redirected
AAID as usual

CS

Step #4: The user is
handed off to the AA
@ as usual.

AA

ﬁ Step #1: User Starts at AA
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E-Authentication
User Starts at ECP

Step #2: The user Portal

is redirected to
the portal
with the
ECP ID

Step #3: After selecting
© HAA their AA the user is
. redirected back to the
ECP as usual

CS

ﬁ Step #1: User Starts at ECP

Step #4: The user

© is handed off to the
Iﬁ AA as usual.

AA
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Protocol Translator

A 4

ﬁ tep #1: User starts at the
portal and selects an AA Portal

that uses protocol 2, then a
CS that uses protocol 1.
Step #2: The user

ZI is cookied and
‘ redirected to a

protocol translator
that supports
protocols 1 and 2

Protocol

Translator
Step #3: The user is
cookied and

©. ( ﬁ pT | redirected to

N

the CS with an
AAid representing the
protocol translator

Step #4: The
CS Authenticates
the user and hands them
off to the PT using protocol 1.

CSps

Step #5: The PT  _

hands off the user to 1=
the selected AA Proto2
using protocol 2

AAp;
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E-Authentication

Figure: Scheme Adoption

Evaluate new Q
@Scheme against Assess COTS

requirements Interoperability

Adoption
Lifecycle
Migrate,
Translate, .
or Both. Pilot
Adopt
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E-Authentication

Higher Assurance Levels

¢ Certificate Based Authentication

m “All sensitive data transfers shall be cryptographically authenticated
using keys bound to the authentication process” NIST SP800-63

m Does not require shared secrets

¢ Certificates at lower assurance AAS
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E-Authentication
FPKI

Portal to select the AA an

ﬁ Step #1: User goes to
ECP

Portal

Step #2: The user
is passed directly
to the AA

©,

ﬁ o AA

Step #3: The user authenticates
to the AA directly using SSL or
TLS.

Step #4: The AA

uses the validation Validation
Service

service to validate
the certificate

it

Community 2

Gttt

Community 3

Community 1
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FPKI
Step #1: User goes to Portal
to select the AA and ECP >
Portal
Step #2: The user
is passed directly
to the AA
©p
eAuth
Trust
List
=
ﬁq > AA Local
Step #3: The user authenticates to

the AA directly using SSL or TLS. Validation
Software

Step #4: The local
validation software validates
the certificate using the local
trust list and the FPKI

Commun Commun
ity 1 ity|3

SRR

Community 2

’H@'\A CommunltyB
FPKI

Communlty 1
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E-Authentication
PKI credentials for low assurance AAs

ﬁ tep #1: User Starts at the Portal.

v

Step #2: The useris | 5
cookied and redirected
to an FPKI protocol

translator

ﬁ \\4 Protocol

Portal

Zm

» | Translator

Step #3: The user authenticates to
the AA directly using SSL or TLS.

Step #4: The
PT uses the
validation
service to
validate the
certificate

Validation
Service

Community 2

Community 3

Community 1

E

Protol

Step #5: Once the
user authenticates to
the PT, they are handed o
to the AA as usual.

AAp,
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Where we are today

¢ Proof of Concept

¢ Interoperability Lab

¢ Architecture Working Group
¢ Pilots
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References

¢ cAuthentication Documents
m http://www.cil0.gov/eauthentication
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