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Executive Summary

This document is the Credential Assessment Profile for password-based credentials. It is part of the
Credential Assessment Portfolio as described in the E-Authentication Interim Credential Assessment
Framework (CAF). The reader is assumed to be familiar with the CAF. This document contains the
specific criteria used to assess password based Credential Services (CSs) for use in the E-Authentication
Initiative. This profile does not apply to CSs that use passwords in conjunction with hard tokens or
specialized software. It only covers the use of passwords in conjunction with standard browsers for remote
authentication. Additional criteria may be specified by other profiles.
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1 INTRODUCTION

This document is part of a suite of documents governing the assessment of credentials for
use with the E-Authentication Initiative. Please refer to the Interim Credential Assessment
Framework (CAF) for an overview. Additional information can be found at
http://www.cio.gov/eauthentication/. This profile specifies criteriafor Credential Services
(CSs) that are based on the use of passwords with conventional browsers for remote
authentication.

2 SCOPE

This profile contains requirements to be met by any Credential Service (CS), based on
passwords that are entered through standard browsers.

This profile does not apply to:

» Password-based systems that employ specialized client software for the password
authentication protocol.

» Systemsthat use passwords in conjunction with hard tokens or specialized
software.

Criteria presented in any CAP are cumulative through higher assurance levels.
Qualification at any Assurance Level requires validated compliance with all criteriafor
lower levels of assurance. Assessment at a given Assurance Level also requires validated
compliance with multiple profiles; refer to the CAF for more information.

3 TERMINOLOGY

This document relies on terminology and definitions established in the Interim Credential
Assessment Framework. The most recent version is available at
http://www.cio.gov/eauthentication/.
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4 CRITERIA
4.1 Summary
Level 1 Level 2
O Basic Password
Token Strength O Modifiable O Strong Password
Status M anagement O Inactivity Expiration

4.2 Assurance Level 1

4.2.1 Token Strength

Tag Description

Basic The password and the controls used to limit on-line guessing attacks shall

Password ensure that an attack targeted against a selected user/password shall have a
probability of success of less than 2** (1 chancein 2,048) success over the life
of the password. Refer to NIST SP 800-63 Appendix A to calculate resistance
to online guessing.

Modifiable Subscribers must be able to change their passwords
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4.3 Assurance Level 2

4.3.1 Token Strength

Tag Description
Strong The password and the controls used to limit on-line guessing attacks shall
Password ensure that an attack targeted against a selected user/password shall have a

probability of success of less than 2*° (1 chancein 65,536) over the life of the
password. Refer to NIST SP 800-63 Appendix A to calculate resistance to
online guessing.

4.3.2 Status Management

Tag Description
Inactivity The CS must disable any credential that has not been successfully
Expiration authenticated for 13 months.




