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Executive Summary

This document provides assistance to federal Agencies, Credential Service Providers (CSPs), vendors and other
stakeholders who wish to participate in the E-Authentication Initiative. This cookbook contains detailed
descriptions for many technical and non-technical procedures, and for software and hardware configurations. In the
context of this cookbook, recipes are provided to be a time-saver for those you are responsible for integration with
the E-Authentication Initiative. These recipes are designed to answer chronic questions that result from
implementing a new and complex architecture required for federated identity management. Recipes are organized in
four categories: Processes; Integration; Implementation; and Products and Services.
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1 INTRODUCTION

This document presents specific information for federal agencies, credential service providers,
vendors and other stakeholders who wish to participate in the E-Authentication Initiative. It
provides ‘recipes’--detailed descriptions of technical and non-technical procedures, software and
hardware configurations, and the like. These procedures are used to accomplish tasks necessary
to implement the E-Authentication Initiative. Building the large community of trust that makes
up the E-Authentication Initiative requires the skills of a diverse group of participants; these
recipes are annotated with the intended audience, to simplify locating and using the specific
recipe needed.

1.1 Purpose

The purpose of this cookbook is to provide detailed procedures for stakeholders implementing E-
Authentication.

1.2 Assumptions

Technical staff supporting Agency Applications (AA), and those in organizations that plan to
serve as Credential Service Providers (CSPs), should reference this document. For other
audiences, like agency program managers or non-technical staff in vendor organizations, there is
other documentation and guidance available. Managers will benefit from the guidance available
at http://www.cio.gov/eauthentication/library.htm and from two companion E-Authentication
Handbooks, one for AAs and one for CSPs.

Readers of this cookbook are assumed to have some familiarity with the E-Authentication
Initiative. The reader should understand their role in the Initiative (for example, as an AA or a
CSP, or maybe even both). In addition, readers should have knowledge of the high-level E-
Authentication architecture, and a clear idea of the role their application or service plays in this
architecture.

1.3 Scope

This cookbook provides detailed descriptions of many technical and non-technical-procedures
and configurations for AAs, CSPs, and other stakeholders.

This cookbook uses the term “recipe” to denote a detailed description of actions necessary to
accomplish a goal. In the context of this cookbook, a recipe is intended to be a time-saver for the
E-Authentication implementer. Recipes are designed to answer chronic questions that result from
implementing a new, complex architecture required of federated identity management. This
document is meant to be a source of information on practices and procedure used in
implementing E-Authentication, and will grow and change over time as needs of E-Government
initiatives evolve.
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This cookbook uses policy and guidance information; found at
http://www.cio.gov/eauthentication/library.htm.

1.4 Document Organization

The major portion of the cookbook is recipes pertaining to different aspects of the E-
Authentication Initiative. Each has been given a unique identification number, for ease of
location and reference. ! In a printed version of this cookbook, each recipe can be tabbed with its
number. Each recipe is also annotated with its intended audience, keywords, categories, and
related topics. An index is provided so that an individual can locate recipes of interest. For
example, a CSP would use the audience index to find the recipes appropriate to that role.

! Note-other indices will be more useful if the document is in electronic format, suitable for indexing and searching
(for example, the keyword, audience, and goals characteristics.)



E-Authentication Cookbook v1.0.0

2 E-AUTHENTICATION RECIPES

2.1 E-Authentication Knowledge Base

Cookbook recipes are intended to continuously be identified for addition and update
throughout the entire E-Authentication Initiative. Recipes identified for addition or
update can be added to the Cookbook via the E-Authentication Knowledge Base
lifecycle, through which suggestions are identified, reviewed, created for addition, and
approved.

2.2 Recipe Properties

In this Cookbook, recipes are complex and the level of complexity differs among recipes.
In order for the user to have an ease of readability, critical factors are identified as Recipe
Properties. These properties highlight different factors that the user will need to consider
before, during, and after execution of the recipe.

2.2.1 Audiences

Audiences are participants performing various functions or roles who will need these
recipes. Certain recipes may be intended for a specific audience, since they will be the
primary users of the recipe. These audiences include the following:

Program Managers

Other Management

Contracting Personnel

Security Officers

Credential Servicing Assessors (CSAs)
System Developers/Engineers

Vendors

Credential Service Providers (CSPs)
Agencies

Audiences may also include other groups as needed. The above list should not be
considered comprehensive and exclusive of any potential stakeholder.

2.2.2 Summary

Each recipe has a summary. The summary provides an explanation and context for what
the reader is trying to accomplish in this recipe.
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2.2.3 Keywords

Recipes also have keywords, which are common terms that the reader will find useful as
a reference point or sorting mechanism for the recipes.

2.2.4 Categories

Categories are areas or main groupings where the recipes will be sorted in order for users
to easily identify recipes that are suitable for them. See section 2.3.1 to see a table with
recipes organized by category.

2.2.5 See Also

See Also is a section of each recipe devoted to cross-referencing other documents,
subjects, and areas (for example other recipes) that the user might be interested in
learning about further.
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2.3 RECIPE INDEX

Recipe No.

Recipe Title

R-000001-001

Request and Obtain PKI Server Credentials From the eGovernance CA

R-000002-001

Obtain an Agency Application ID (AAid) from E-Authentication PMO

R-000003-001

Obtain an Credential Service ID (CSid) from E-Authentication PMO

R-000004-001

Browser requirements and E-Authentication

R-000005-001

AA Integration testing with the E-Authentication System

R-000006-001

Redirecting Users to the E-Authentication Portal

R-000007-001

How to Link your Agency Application to Other AAs or Websites

R-000008-001

How to Link your Agency Application with CSs

R-000009-001

Certificate Revocation List Verification & Timelines

R-000010-001

Importing Browser and Server Certificates

R-000011-001

Configuration Guide for setting up HP Select Access for an AA

R-000012-001

Configuration Guide for setting up HP Select Access for a CS

R-000013-001
R-000014-001

Configuration Guide for Sun Java System Identity Server for an AA
Configuration Guide for Sun Java System Identity Server for a CS

R-000015-001
R-000016-001

Configuration Guide for Oblix SharelD for an AA

Configuration Guide for Oblix ShareID for a CS
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2.3.1 RECIPES BY CATEGORY

Category Recipe Page
Recipe 01 - Request to Obtain PKI Credentials from the eGovernance CA 10
Recipe 02 - Obtaining an AAid from E-Authentication PMO =
Processes Recipe 03 - Obtaining an CSid from E-Authentication PMO ;3
Recipe 04 - Browser Requirements and E-Authentication 14
Recipe 04 - Browser Requirements and E-Authentication 14
Recipe 05 - AA Integration Testing with the E-Authentication System 15
Recipe 06 - Redirecting Users to the E-Authentication Portal 17
Recipe 007 - How to Link Your AA to Other AAs or Websites 19
Recipe 08 - How to direct users through a specific CS 20
Recipe 09 - Certificate Revocation List Verification & Timelines 71
Integration
Recipe 10 - Importing Browser and Server Certificates 29
Recipe 11 - Configuration Guide for Setting up HP as an AA 55
Recipe 12 - Cookbook for Setting up HP Select Access as a CS 7
Recipe 13 - Configuration Guide for Sun Java System Identity Server for an AA and
CS 84
Recipe 14 - Configuration Guide for Oblix ShareID for an AA and CS 96

Table continued on next page.
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Recipe 05 - AA Integration Testing with the E-Authentication System 15
Recipe 06 - Redirecting Users to the E-Authentication Portal 17
Recipe 007 - How to Link Your AA to Other AAs or Websites 19
Recipe 08 - How to direct users through a specific CS 20
Recipe 09 - Certificate Revocation List Verification & Timelines 21
Implementation Recipe 10 - Importing Browser and Server Certificates 2
Recipe 11 - Configuration Guide for Setting up HP as an Agency Application 55
Recipe 12 - Cookbook for Setting up HP Select Access as a CS) 7
Recipe 13 - Configuration Guide for Sun Java System Identity Server for an AA and
CS 84
Recipe 14 - Configuration Guide for Oblix ShareID for an AA and CS 96
Prod}lcts & Recipe 04 - Browser Requirements and E-Authentication 14
Services
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Recipe 01 - Request to Obtain PKI Credentials from the eGovernance CA

Audience(s): System Developers, Agencies, Keywords: PKI, Certificates, GA, eGovernance CA,
CSPs, and Other FPKI

Categories: Processes

Also See: Recipe 4

Version 1.0

Summary:

The E-Authentication Project Management Office (PMO) will be responsible for the issuance of necessary
server certificates at assurance levels 1 & 2 via the eGovernance CA (eGCA). These certificates are
necessary to satisfy a cryptographic binding between the authentication and transaction requirement, which
is available using client certificates over SSL or TLS protocols.

PKI Credentials from the eGCA are only required for AAs and CSs operating at assertion-based assurance
levels (1 & 2). These certificates enable an SSL/TLS connection with CSs to transfer the SAML Assertion
(or other adopted assertion schemes) securely, thus enabling E-Authentication. Certificates issued
specifically by the eGCA are required as part of the architecture to establish the credibility of the claimant
as an AA/CS is approved to participate in E-Authentication.

The eGCA is not involved in issuing PKI credentials at certificate-based assurance levels (3 & 4). As a
result, Agencies or CSPs operating at assurance levels 3 or 4 should seek their credentials from the Federal
Bridge Certificate Authority (FBCA). Contact information for the FBCA can be found at
http://www.cio.gov/fbca.

Requirements:

1. In order to request credentials, you must be either an Agency approved for pilot or an approved
CSP.

2. To request PKI credentials, please request credential issuance through your assigned E-
Authentication Initiative Agency (EIA) Relationship Manager or Credential Manager. Your E-
Authentication point of contact will make contact with the FBCA Operation Authority team and
issue an authorization letter to begin the credential issuance process.

3. Once the necessary verifications and authorizations are exchanged, the FBCA Operating Authority
(OA) team creates and verifies the certificate contents. The certificate(s) will then be sent to the
approved technical point of contact at the CSP or Agency via secure, non-electronic means or
through the use of digital signatures.

10
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Important References:

The eGCA is operated by the Federal PKI Operating Authority. More information about the FPKI and the
Federal Bridge Certificate Authority (FBCA) can be found at the following websites:
http://www.cio/gov/fpkipa, and http://www.cio.gov/fbca.

11
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Recipe 02 - Obtaining an Agency Application ID (AAid) from E-Authentication PMO

Keywords: Agency ID, AAID, AA identifier, PMO,
Agency Relationship Manager, Agency Application
(AA)

Audience(s): AAs, Program Managers, Other
Management

Also See: Recipe 1
Categories: Processes

Version 1.0

Summary:

The term AAid is an acronym for Agency Application (AA) Identifier, which is a unique identifier,
assigned to each AA-interface within E-Authentication. AA-interfaces are defined as distinct user-
interaction services, such as an admin service or a general user service. The AAid plays an important role
in the use cases described in the Technical Architecture, which detail the redirection between the Portal,
CS, and the AA. Each AA needs to have a unique AAid for global recognition and access by other
components of the E-Authentication system.

During the application process to join E-Authentication, each potential Agency is assigned to one of the
Agency Relationship Managers at the PMO. This Agency Relationship Manager is responsible for
supplying the Agency with the assigned AAid upon approval to pilot. AAid’s are assigned to each E-
Authentication AA, regardless of assurance level, to provide an application identity mechanism across E-
Authentication.

Agencies wishing to obtain an AAid should contact the E-Authentication PMO. Agency applications
piloting or otherwise undergoing integration with E-Authentication are assigned to an Agency Relationship
Manager, who will be responsible for assigning a unique AAid to each interface.

Requirements:
e  Assignment of an Agency Relationship Manager for your Agency by the E-Authentication PMO

Important References:

For more information on the AA process, please reference the following links on the E-Authentication
website:

a. Key Contacts: http://www.cio.gov/eauthentication/key personnel.htm
b. Pilot Funding/Resource Requests:
http://www.cio.gov/eauthentication/documents/E ApilotFunding.pdf

12
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Recipe 03 - Obtaining an Credential Service ID (CSid) from E-Authentication PMO

Audience(s): Other Managers, IT Management, Keywords: Credential Service ID, CSID, CS
CSPs identifier, Credential Service Application, CAF,
Credential Assessment Framework

Categories: Processes Also See: Recipe |

Version 1.0

Summary:

The term CSid is an acronym for Credential Service (CS) Identifier. CSids are unique identifiers assigned
to each CSP within E-Authentication, and assigned to each CS, regardless of assurance level. This
provides a CS-identity mechanism across E-Authentication and is necessary to enable consistency in the
federation-based architecture of E-Authentication, in which no central “coordinator” role exists.

During the application process to join E-Authentication, each potential CSP is assigned to one of the
Credential Managers at the PMO. This Credential Manager is responsible for supplying the CSP with the
assigned CSid upon successful completion of a credential assessment and approval from the PMO.

Requirements:
e  Application to be a CSP accepted by the PMO

¢  Credential Assessment Framework (CAF) review successfully completed by the assessor(s) at the
requested assurance level

e  E-Authentication Program Manager (PM) has provided approval for the CS in accordance with the CAF.

Important References:

1. For more information on the E-Authentication Engagement Process, please refer to the E-
Authentication Handbook for Credential Service Providers.
2. For more information on the CS application process, please reference the following links on the E-
Authentication website:
a. Key Contacts: http://www.cio.gov/eauthentication/key_personnel.htm
b. CS Application Process: http://www.cio.gov/eauthentication
c. Credential Assessment Framework & supplementary credential assessment profiles:
http://www.cio.gov/eauthentication/library.htm

Please note that evidence of compliance with CAF requirements does not necessarily constitute a complete
audit and review of all policies and procedures at a CSP. Rather, this is intended to provide CSPs with the
ability to submit records from a recent audit, or even excerpts from policies and procedures proving
compliance.

13
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Recipe 04 - Browser Requirements and E-Authentication

Audience(s): CSPs, Agencies, Program Keywords: Browser, Web, Browser Requirements, SSL,
Managers, System Owners, Other Management, | and Cookie

and System Developers Also See: Recipes 2 and 3

Categories: Products & Services, Integration

Version 1.0

Summary:

The question of browsers and browser compatibility is often a serious consideration in the design of web
applications and systems. In light of these known factors, the E-Authentication Initiative has taken steps to
ensure relatively low minimum requirements for user browsers. These requirements should be compatible
with all modern and previous generation browsers. These requirements consist of:

a. TLS/SSL Support (128-bit encryption)
b. Session Cookies (Required for single sign-on only)

c. Ability to process a “hint” list and present user-designated PKI credentials (for high-
assurance applications)

The E-Authentication Initiative is a strong supporter of standards and compatibility, and does not mandate
specific browsers or versions for use with E-Authentication. Support for standards and broad
interoperability are a cornerstone of E-Authentication’s objective of transparency and interoperability in
order to ensure simplicity and foster trust.

While E-Authentication itself has low minimum requirements, it is permissible for CSs and AAs to have
additional browser requirements beyond the support of TLS/SSL and Session Cookies. These additional
requirements may be necessary to enable certain functions within the CSP or Agency systems. Each CSP
or Agency is responsible for delineating any requirements for their services that are more restrictive than
the set outlined by the E-Authentication Initiative. The E-Authentication Initiative strongly recommends
that all users upgrade their browsers to the latest version and install any and all patches to minimize
vulnerabilities associated with unpatched software.

14
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Recipe 05 - AA Integration Testing with the E-Authentication System

Audience(s): Program Management, System | Keywords: AA, Agency Application,
Developers, and System Owners Integration Testing, Integration
Categories: Implementation, Integration Also See: Recipes 1,7, 8,9, 10
Version 1.0
Summary:

The success of the E-Authentication Initiative is rooted entirely in interoperability between distinct,
unrelated systems to enable credential reuse and facilitate trusted business-to-government, government-to-
government, and citizen-to-government electronic interaction. As a result, the Initiative considers the
question of interoperability verification very seriously. All prospective components of the E-
Authentication architecture, such as adopted scheme COTS, protocol translators, and the Portal, are tested
for interoperability to ensure the integrity of the E-Authentication system.

The E-Authentication Initiative also requires interoperability testing with each AA prior to interaction with
users. While each component is tested for interoperability, the complexity in product configuration,
deployment, and integration are sufficiently high to require testing of the final AA system. Small,
seemingly insignificant configuration changes or implementation decisions can result in non-
interoperability with the standards adopted by E-Authentication. A final interoperability test ensures that
each AA will interact properly with the current production E-Authentication infrastructure, thus ensuring
the required minimum level of service to users.

As with all testing, there is the possibility that an AA may not meet all requirements to be approved for
production use. The Interoperability lab will provide feedback to the appropriate system owner(s) to assist
in the identification of the non-interoperable elements. It should be noted, however, that many AA
implementations will involve customization and interaction with legacy or proprietary systems. The
Interoperability Lab will not be able to provide step-by-step guidance in each case.

The testing process for an AA will begin with a notification to the assigned Agency Relationship Manager
that the system is ready for interoperability testing. The Agency Relationship Manager will coordinate a
test with the Agencies primary point of contact and the Interoperability Lab. The E-Authentication
Initiative strongly recommends that Agencies communicate any required timelines for participating in E-
Authentication. Communication of critical timelines and milestones will enable all participants to better
coordinate and assist your agency in meeting those timeframes.

The exact set of test elements will change depending upon the adopted scheme. However the following
general concepts will be examined for all schemes:

1. Credential Verification, ex: Trust List Approach, Path Discovery & Validation, SSL/TLS
Assertions

2. Credential Service user recognition & mapping to local known user store
3. Compliance with all described functionality and behavior in interface specifications

4. All use cases described in Technical Approach for the Authentication Service Component

15
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5. Proper implementation of assurance level checks, redirections, unexpected input/output
6. Proper construction of redirection URLs

7. Implementation of the “Test” assurance level, accounts as a Cs?

8. Implementation of the “Test” processing functionality as an AA®

9. Interoperability compliance with published E-Authentication standards for scheme(s) in use by the
AA

Important References:

For more information on the E-Authentication Interoperability Lab, please refer to the E-Authentication
Interoperability Lab Concept of Operations. This document is available online at
http://www.cio.gov/eauthentication

* See section 2.3 of E-Authentication Interface Specifications for the SAML Artifact Profile
3 See section 3.2 of E-Authentication Interface Specifications for the SAML Artifact Profile

16
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Recipe 06 - Redirecting Users to the E-Authentication Portal

Audience(s): System Developers, System Keywords: Redirect, Unauthenticated, Users, Portal
Owners, and CSP
Also See: Recipes 1, 6, 8,9, 10

Categories: Implementation, Integration

Version 1.0

Summary:

Unauthenticated users or users with insufficient credentials will not be provided access to an AA, as this
could pose a significant security risk. The E-Authentication Initiative recognizes that unauthenticated users
need to be advised of their status in a user friendly way and provided a method for authenticating. This
requirement is outlined in the Interface Specifications (section 3.1) and the Technical Approach for the
Authentication Service Component.

In summary, users not handed-off via a CS must be redirected to the Portal with the AAid in the query
string. The Portal will either request that the user select an appropriate CS or, if the user opted-into single
sign-on (SSO), verify the CS-AA assurance levels are sufficient, and proceed accordingly. Users whose
SSO CS assurance level is sufficient for the chosen AA will be handed off to the CS. After that hand off
occurs, the user will be immediately handed off to the intended AA, per the use case entitled “Starting at
the Agency Application”. Unauthenticated users, or users bearing credentials of lower assurance than the
AAid requires, will be redirected back to the AA after selecting and authenticating at a CS with sufficient
assurance level. Together, the E-Authentication Interface Specifications for the SAML Artifact Profile and
Technical Approach for the Authentication Service Component fully describe the required AA user-
handling functionality.

In addition to following the Interface Specifications regarding unauthenticated users, the E-Authentication
Initiative provides several useful suggestions from both public and private sector best practices that will
help make the transition to E-Authentication seamless.

These suggestions are meant to supplement the Interface specifications.

1. Unauthenticated users should be presented with a screen advising them that they are not at this
time authorized to access the resources, and that the process will follow these general steps:

Redirect to portal

Select authentication system (credential provider)
Authenticate normally

Automatically redirected back to current site

pooe

2. Users should also be advised that this application is a part of the E-Authentication Initiative, and
can be accessed using credentials from many public and private sources. A link to the E-
Authentication Initiative should appear here as well, and open the web page in a separate window.

17
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3. Users should be allowed sufficient time to process this message before the redirect occurs.
Ideally, a user-initiated action should be used to trigger the redirect, such as a button labeled
“Click Here to Select a Credential” which executes the browser redirect to the portal.

4. Links to a specific CS can be added in compliance with the E-Authentication Interface
Specifications

5. The redirect to the portal should be accomplished using the following URL:

a. http://eauth.firstgov.gov/service/select? AAid=<your AAid>

The redirection as specified by the interface specifications can be executed via different methods and
technologies, such as JavaScript or Active Server Pages (ASP). A simple segment of sample code (in
JavaScript) is included below to assist your efforts:

Sample:

<SCRIPT LANGUAGE="JavaScript">

<l—
window.location="http://eauth.firstgov.gov/service/select?’AAid=<your_AAid>";
I -->

</script>

Requirements:

e  Creation of the redirect URL as described above and in the Interface Specifications document.
Important References:
For more information on the use cases described above, please see the following documents:

e SAML Artifact Profile as an Adopted Scheme

e Technical Approach for the Authentication Service Component

e E-Authentication Interface Specifications for the SAML Artifact Profile

These documents are available on the E-Authentication website, located at
http://www.cio.gov/eauthentication.

18
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Recipe 07 - How to Link Your AA to Other AAs or Websites

Categories: Implementation, Integration Also See: Recipes 1,6, 7,9, 10

Audience(s): Program Managers, System Owners | Keywords: Agency ID, AAID, AA identifier, Link

Version 1.0

Summary:

An important feature of E-Authentication is the ability to enable multi-domain single sign-on between
disparate websites of the Federal Government. This is a powerful new capability that complements the
federated architecture upon which E-Authentication is based. To support single sign-on, links between E-
Authentication enabled sites should be made via the portal. Doing so ensures that appropriate CSs are
always used and that single sign-on works for those users who have “opted-in.”

There are two methods to create an E-Authentication compatible link to another AA. The E-Authentication
architecture does provide the capability to directly hyperlink to another AA as well as hyperlink to another
AA via the E-Authentication portal. For example:

Direct Hyperlink - http://www.target AA.gov
Via Portal - http://eauth.firstgov.gov/service/select? A Aid=<target  AAid>>

The first method (direct hyperlink) is the easiest and most familiar. The E-Authentication architecture
specifies that the target AA will initiate a handoff (redirect) with the Portal as described in the Interface
Specifications for the SAML Artifact Profile.

The second method routes users through the portal. By routing users through the portal, this ensures that
users are directed to the proper URL in the case of a change, and that single sign-on is maintained if the
user has opted-in.

Both methods are compatible with the single sign-on use case as described in section 3 of the SAML
Artifact Profile as an Adopted Scheme document, and in the Interface Specifications for the SAML Artifact
Profile.

Requirements:

¢ Direct hyperlinks to the destination AA are supported in the architecture.

®  Links to another AA via the portal must include the AAid of the intended AA’s in the querystring to
work.

Important References: For more information on constructing an E-Authentication friendly hyperlink from
an AA or an external (non-E-Authentication) website, please refer to Appendix A of the Technical
Approach for the Authentication Service Component and the E-Authentication Interface Specifications for
the SAML Artifact Profile.

19



E-Authentication Cookbook v1.0.0

Recipe 08 - How to direct users through a specific CS

Audience(s): Program Managers, System Keywords: Agency ID, AAID, AA identifier, CS, Link
Owners
Also See: Recipes 1, 6,7, 8,9
Categories: Implementation, Integration

Version 1.0

Summary:

Directing users of your AA to authenticate at a specific CS is compatible and documented with the E-
Authentication Architecture. The Initiative has provided guidelines for guidelines in the E-Authentication
Interface Specifications for the SAML Artifact Profile and in Appendix A of the Technical Approach for
the Authentication Service Component.

Per those documents, handoff to a specific CS via the architecture requires a specially formatted hyperlink,
which should generally be formatted according to the following example below:

http://eauth.firstgov.gov/service/select?AAid=<your_AAid>&CSid=<target_CSid>

The above hyperlink routes users through the Portal, which will simply verify that the assurance levels of
the AAid and CSid are compatible. If the assurance levels are compatible, the Portal will directly handoff
the user to the CS for authentication per the base case, or prompt the user to select a different credential
service.

When using links to the portal that specify a CS, it is recommended that the website display a notice to
users advising that certain credentials are preferred/required for use with the AA. In addition, it is
advisable that the AA system owner maintain close operational contact with the designated CS. Changes in
the assurance level of the AA or CS may result in an inability to access the AA using the CSP’s credentials.
If a very limited number of credential services are properly configured to interact with an AA, assurance
level incompatibility can effectively deny access to the AA for users.

Requirements:
e  Redirection of the user through the portal

e Inclusion of the intended CS’s CSid in the querystring

Important References: For more information on constructing hyperlinks to a CS, please refer to Appendix
A of the Technical Approach for the Authentication Service Component.

20
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Recipe 09 - Certificate Revocation List Verification & Timelines

Audience(s): Program Managers, System Owners, Keywords: PKI, Certificates, Certificate
System Developers Revocation, Revocation, CRL, AIA, SIA,
CDP, OCSP, FBCA OA, FBCA

Categories: Processes, Implementation, Integration
Also See: Recipes 4, 11, 12, 13, 14, 16

Version 1.0

Summary:

Certificates are issued by certificate authorities (CAs), which are organizations that verify identity. Certificates can
be compromised via theft, loss, etc, and to ensure trust each CA provides advice regarding certificates which are no
longer valid. The primary method for revoking certificates is via Certificate Revocation Lists. These freely
available published documents list all the certificates issued by the specific CA that are no longer valid.

In the E-Authentication model, the eGCA or FBCA issues certificates to specific AAs or CSs. Certificates may also
be issued to users who need access to resources deemed assurance levels 3 or 4. Certificate verification is necessary
to prevent unauthorized access.

Within the E-Authentication program, two processes have been established for managing certificate revocation.
These are Client Security Incidents and Client Routine. Client Security Incidents are revocations that are performed
to prevent the compromise of security. Client routine incidents are revocations that are planned as a part of an
assurance-level change, AA/CSP startup or shutdown, etc, as can be expected during the normal course of E-
Authentication’s operations.

For all incidents regardless of classification, the FBCA OA will be notified and after appropriate verification, will
revoke the certificate(s) in question and post a new Certificate Revocation List/Certificate Authority Revocation List
(CRL/CARL) within 6 hours.

Requirements:

Each participant with E-Authentication is requested to configure the appropriate software within their environment
to verify the status of certificates issued by the eGCA and the Federal Bridge CA (FBCA).

Important Notes:

Agencies and CSPs at non-PKI assurance levels are not responsible for implementing the necessary infrastructure to
directly accept and verify PKI credentials from users. The E-Authentication Initiative has delegated this task to
protocol translators, whose role will be to translate adopted schemes and/or step-down assurance levels as necessary.
The only PKI requirement for assurance levels 1 & 2 cover the use and verification of the certificates used to
establish secure SSL/TLS communications for communication of the SAML assertion.
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Recipe 10 - Importing Browser and Server Certificates
Table of Contents
1.0 INTRODUCTION 22
1.1 VIEW INSTALLED CERTIFICATES THROUGH INTERNET EXPLORER .......c.ccveveuirieierinieierenieeerenneneas 24
2.0 IMPORTING USER CERTIFICATES INTO A BROWSER. 27
2.1 IMPORTING A PKCS #12 USER CERTIFICATE .......eerteeiutteniieenieeenieenieeesiteesieeesiseesseeesseesseeesaseesseees 32
3.0 CONFIGURE IIS SERVER FOR SSL WITH CLIENT AUTHENTICATION........cccceeveueees 39
3.1 CREATE A SERVER CERTIFICATE REQUEST ......ccceetiuriieeeeeeeeiitrreeeeeeeeesitsreeeeeeeeeeesnnseeeeeeseessssesesesens 39
3.2 IMPORT SERVER CERTIFICATE INTO LIS ..ottt 51
Version 1.0

1.0 Introduction

A certificate is a digital statement issued by an authority that vouches for the identity of the holder of a
private key. A certificate binds a public key to the identity of the person, computer, or service that holds the
corresponding private key. Certificates often contain other information related to the public key, such as
identity information about the entity that has access to a corresponding private key. Certificates are widely
distributed, can be issued by numerous parties, and examined for verification without referring to a
centralized database. The issuer of a certificate is attesting to the validity of the relationship using its public
key and a private issued certificate.

As discussed in the Technical Approach for the Authentication Service Component document, certificates
are needed to enable all agency applications regardless of assurance level. The specific uses for the
certificates will differ, however, depending upon the assurance level of the application (high assurance/low
assurance).

For assurance levels 1 & 2 using SAML, the certificates are required to provide a secure, trusted link
between the AA and the CSP. The certificates serve two purposes — to encrypt (and secure) the identity
assertion during transmission, as well as to assert the identities of the servers themselves.

Certificates are required for assurance levels 3 & 4 for PKI identity management of both the user and the
AA’s web server. Users will present credentials via digital certificates, which will be verified via path
discovery and validation to confirm authenticity and validity. In exchange, the AA’s web server provides a
certificate to reassure the user that the server is indeed the intended server.

For more information regarding certificates and their role in E-Authentication, please visit the E-
Authentication website at www.cio.gov/eauthentication.
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This configuration guide assumes the following:

a. You are familiar with the role of certificates in the architecture

b. You are likely a systems engineer or consultant with integration experience and a strong
understanding of the technical settings which will be changed.

c.  You have access (either directly or through another party) to make necessary configuration
changes to any required network configurations, if needed.
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1.1 View Installed Certificates through Internet Explorer

One of the first steps in this recipe is to review the certificate “store” on the local computer. This is an
important step, as it familiarizes you (the user) with the process of accessing, viewing, and updating the
certificates on your workstation.

Note: This process is designed for users with Internet Explorer running on a Microsoft Windows platform.

To see imported certificates, open Internet Explorer

Click on Tools

Then click on Internet Options

Next click on the Content tab (see figure 10-1)

Click on Certificates button to view imported certificates (see figure 10-2)

Internet Options

Content Adwvizor

R atings help vau contral the Internet contet |
m’ viewed oh thiz computer.
Click on Content Tab

Certificates
% Ilze certificates to pozitively identify yoursell, certification
@l authorties, and publishers.

[ Clear 551 State H Certificates... ][ Publizhers. .. ]

Perzonal information \

n, SutoComplete stores previous entries AutoCaomplete
E-# and sugaests matches far pou. =

Click on Certificates

Min:ru:usu:uft_P'ru:ufile .-’:'-.ssistant zhores your My Prafile. .
perzonal information.

ak. ] [ Cancel

Figure 10-1: Using Internet Options to check certificates
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After you click on the Certificates button, a window similar to Figure 10-2 will display, revealing the
various certificates.
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Installed certificates belonging to the current user are visible under the Personal tab. You can add more
certificates to the Personal category if you are logged in as the Administrator. Other People refers to the
other users on the computer. See Windows information on associating certificates with specific users.

Certificates

Intended purpose:; =hdvanced Purposes =

Personal | Other People || Intermediate Certification Authorities | Trusted Rook Certificatior € ¥

Issued To Issued By Expiratio,..,  Friendly Mame
st User 1 First COP Ch 4/7/2005  CDP Test User 1

Certificate

Irnpott, . v‘x“*\ Remove Advanced...

Certificate intended purpose
Click on Import to

add more certificates e
P=l

Close

Figure 10-2: List of Certificates
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2.0 Importing User Certificates into a browser.

Now that you’re familiar with where certificates are stored on your local machine and how to gain access to

them, the next step is to actually import your certificate for use with your web

browser.

If it’s not already open, double click on the Certificate file that you want to import into your browser. The

certificate properties will display, as shown in figure 10-4.

& Desktop

File Edit \iew Favarites Tools  Help

@Back - \:} ,3]‘ pSearch l{:’ Folders v

Address @ Dieskbop vl =0
My Documents
File and Folder Tasks i My Computer
-, My Metwork Places
ﬁ Make a new Falder ) Recycle Bin
@ Publish this Folder to the & Internet Explarer
i Microsaft Cutlook,
Eﬂ Share this folder ,; % Morton Inkernet Security

E"J Website Tools

[ywoarking Files
=] Certificate 1

L) My Documents 57 Shorkout bo e-auth
I3 Shared Documents = techienates

& My Netwark Places LY windows Media Playér
¥ (=] Certificate 2

Other Places

Details

Desktop

Maorkon Ankivirus E -

Double click on Certificate

Figure 10-3: Import Certificate
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After the Certificate properties window displays, click on the Install Certificate button.

Certificate

zeneral |Detai|s | Certification Path

—:] Certificate Information

This certificate is intended for the following purpose(s):

« 0l issuance policies
« 4l application policies

Click on Install certificate

Issued to: Roob Agency

Issued by: Foob Agency

valid from 5/25/1996 to 12/31/2039

Tnstall Certificate., .| | Tssuer Skakement

Figure 10-4: Certificate Information

After you click on the Install Certificate button, the Certificate Import Wizard will start up, as shown in
figure 10-5. This wizard will walk you through the process of importing your certificate.
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Certificate Import Wizard

%]

Welcome to the Certificate Import
Wizard

This wizard helps wou copy certificates, certificate trust
lists, and certificate revocation lisks From wour disk to a
certificate skore,

A certificate, which is issued by a certification autharity, is
a confirmation of your identity and contains infarmation
used ko prokect data or to establish secure network.
connections, & certificate stare is the syskem area where
certificates are kept,

: ; Click on Next
To conkinue, click Mext,

MEXI:} |[ Cancel

Figure 10-5: Certificate Import Wizard

After the wizard starts, click on Next.
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When the certificate store options display, allow Windows to automatically select a certificate store. Select
Automatically select the certificate store based on the type of certificate, and click on Next.

Certificate Import Wizard [z|

Certificate Store
Certificate stores are system areas where certificates are kept,

Windows can automatically select a certificate store, or wou can specify a location For

{(#)iautomatically select the certificate store based on the bvpe of certificake;

() Place all certificates in the Following stare

Click on Next

< Back ” fext = ][ Cancel

Figure 10-6: Certificate Store
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Certificate Import Wizard g|

Completing the Certificate Import

Wizard

‘fou have successfully completed the Certificate Import
wizard.

‘fou have specified the Following settings;
Certificate Store Selected  Automatically determined by E
Conkent Certificate

Click on Finish

< Back " Finish l[ Cancel

Figure 10-7: Complete the Certificate Import Wizard

Click on Finish to complete the import wizard. If the import was successful, a window will display, as

shown in figure 10-8.
Certificate Import Wizard [g|

-
\]}) The impart was successful,

Figure 10-8: Successful Import

After you click on OK, you will be finished importing the user certificate into your browser.
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2.1 Importing a PKCS #12 User Certificate

PKCS #12 certificates are a type of certificate that combines both private and public key certificates. This
file is protected by a password, which is made by the creator of the PKCS12 file. To import a PKCS12
Certificate into your browser, start by double clicking on the PKCS12 Certificate you want to import, the

Import wizard will begin running.

& certs recipe

File Edit ‘\iew Favorites Tools  Help

@Back = \-._.:'I lﬁ )ﬁ Search [i_ Folders v

EBX
ar

fddress | C:\Documents and Settings\MickEngels\Desktoph Vl Go  Morton Antivirus B -

M Mame - Size

File and Folder Tasks & B cackbock_ImpartingCerts 175 KB
S userl S KB

Iﬂ Rename this file :, — \
5 Fs R User 2 S KB
e
L& il @mycrl Type: Pexsonal Information Exchange | 1 KB
[D Copy this Filz [Ecaced Date Modified: 4/25/2004 3:09 PM 2 KB
&0 Publish this file to the Soectuish

Wieh
I:j E-mail this File
¥ Delete this fil

Other Places

|y assertions and
cookbook

[} My Documents
[y Shared Docurnents
d My Compuker

!:J I Mebwork Places

Details

userl
Persanal InFarmation
Exchange

Date Modified: Today, April
23, 2004, 3:09 PM

Figure 10-9: Select PKCS12 Certificate
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Click Next to begin working with the Certificate Import Wizard.

Certificate Import Wizard @

Welcome to the Certificate Import

Wizard

This wizard helps wou copy certificates, certificate trust
lists, and certificate revocation lisks From wour disk to a
certificate skore,

A certificate, which is issued by a certification autharity, is
a confirmation of your identity and contains infarmation
used ko prokect data or to establish secure network.
connections, & certificate stare is the syskem area where
certificates are kept,

To conkinue, click Mext,

Click on Next

MEXI:} |[ Cancel

Figure 10-10: Cert Import Wizard
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The file you double clicked should already be in the file name box, but if not, click on the Browse button
and select the certificate file you want to import. After you have selected your PKCS #12 file, click on the

Next button.

Certificate Import Wizard

File to Import

File name:

Specify the file wou wank to import,

| 110es

DREIM-~1\e-authiASSERT~1YCERTSR~1userl pl 2 | [ Browvse, ..

Click on Next

Mote: More than one certificate can be skored in a single file in the Following Formats:
Personal Information Exchange- PKCS #12 ( PFX, P12}
Cryptagraphic Message Synkax Standard- PKCS #7 Cerfificates (P7E)

Microsoft Serialized Certificate Skare (,95T)

PKCS #12 uses (.PFX) or (.P12) file extensions

< Back. ” Mext = Cancel

Figure 10-11: Select file to import
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To import a PKCS #12 certificate, you must have the password. The password is created when the
certificate is made. Enter the password and click on the Next button.

Certificate Import Wizard

Password
To maintain security, the private key was protected with a password,

Enter Password
Type the password For the private kew,

Passward:

[ ]Enable strong private key protection, You will be prompted every time the
private kev is used bw an application if vou enable this option,

[ ] Mark this key as exportable, This will allow you bo back up or transport wour

kews at a later kime, i
vs ak a later time Click on Next

< Back ” fext = ][ Cancel

Figure 10-12: Enter Password
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After you enter the password, choose to automatically select the certificate store based on the type of
certificate. After selecting automatic, as shown in figure 10-13, click on the Next button.

Certificate Import Wizard f'5__<

Certificate Store
Certificate stores are system areas where certificates are kept,

Windows can automatically select a certificate store, or wou can specify a location For

{(#)iautomatically select the certificate store based on the bvpe of certificake;

() Place all certificates in the Following stare

Click on Next

< Back ” fext = ][ Cancel

Figure 10-13: Certificate Store
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After selecting store settings, click on the Finish button, as shown in figure 10-14.

Certificate Import Wizard @

Completing the Certificate Import

Wizard

‘fou have successfully completed the Certificate Import
wizard.

‘fou have specified the Following settings;
Certificate Store Selected  Automatically determined by E

Conkent PF®
File Mame CADOCUME 1\ MICKEM--14 Def

Click on Finish
£ >

< Back " Finish l[ Cancel

Figure 10-14: Complete the Import Wizard

After you click on the Finish button, a window will display asking if you want to add the certificate to the
Root Store. The certificate is detailed in this window, as shown in figure 15 below.

37



E-Authentication Cookbook v1.0.0

Click on Yes when the Root Certificate Store window displays.

Root Certificate Store .

"'_-, Do o wank ko ADD the Following certificate to the Roak Skore?
L

Subject : infa@enspier.net, First COP Ch, COP Test, General Services Administration, YWashington, Districk of
Colurmbia, 1S

Issuer : Self Issued

Time Walidity : Wednesday, April 07, 2004 through Thursday, April 0F, 2005 Click on Yes
Serial Murnber ; 00

Thumbgprink {shal) : 2450DBE5E BAOSEE3E 73940B50 DESTEL AS SA9)
Thumbprink (mdS) : 44193009 DS2533F7 DFFEZ 144 019C

Figure 10-15: Root Certificate Store

If the import wizard worked, and the certificate was imported into your browser, a notification window will
display, as shown in figure 10-16.

Certificate Import Wizard E|

- | ,) The impart was successful,

Figure 10-16: Complete the Import Wizard
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3.0 Configure IIS server for SSL with Client Authentication

Before attempting to obtain a Certificate Authority server certificate, use section 3.1 to create a certificate
request. Once the request is created, send it to your Agency Relationship Manager and proceed to section
3.2.

3.1 Create a server certificate request

The first step for creating a server certificate request is running Internet Services Manager. Goto:

Start

Programs

Administrative Tools
Internet Services Manager

After you click on Internet Services Manager, an Internet Information Services screen will display, as
shown below.

¥E Internet Information Services : o ] [

J Action  Miew |J = = |

mEI2I2]» = 1|

Compuker | Local | Conneckion Type | Skatus

* serverd Yes TCRJIP

- Default web Site
- Administration Web Site
[ Default SMTP Virtual Server

Figure 10-17: Complete the Import Wizard
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Choose the Server name and the web site you want to configure by navigating the left pane. Right click on
the server you will configure. Ensure that the IIS sever is not running, and click on Stop if so.

Internet Information Services

| action  view Hd— = | |||§|JQ| »om o

Tree I Compuker | Local | Connection Tvpe | Skatus

% Internek Information Services: B servert fes TCR/IP
= E} * serverd
- Default Web Site
(-8 Administration Web Site

. Stark

Pause

Make sure IIS is not
running

&
<«

[ew
Refresh

Properties

Help

Stop the server

Figure 10-18: Complete the Import Wizard

Right click on the website you want to configure and click on Properties. A window with website
properties will display, as shown below.
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Once the web site properties window displays, click on the Directory Security tab.

Default Web Site Properties ed |

Weh Site | O perators I Perfarmance I 154P Filkers I Haorme Directony I Documents I
Directary Security I HTTP Headers I Custorn Errors I Server Extenzionz

—Anorumouz accezs and authentication contral

Enable anorymous accezs and edit the
authentication methods for thiz resource. B

/IF‘ addrezs and domain name restnctions

|F addreszes or internet domain names.

@ Grant or deny access to this rezource uzing

Click on Directory Edit... |
Security tab ®

— Secure communications

R equire secure communications and
enable clent certificates when thiz
resoUIce ig accessed.

Server Certificate. .. |

Wiew Certificate. . I

) Click on Edit button
Edit...

ak. Cancel Apply Help

Figure 10-19: Complete the Import Wizard

Once in the Directory Security section, click on the Edit button.
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After you click on the Edit button, the window shown below will display.

Authentication Methods i x|

Ma uzer name/pazsward required to access thiz resource.

Account uzed far anonpmous access: Edit... |

— Authenticated access

For the following authentication methods, uzer name and pazzword are
required when

- anonymous access ig dizabled, or

- access iz restricted using MTFS access contral lists

Edit... |

Make sure this box is
UNCHECKED

[T Basic authentication [password is sent in cle
Select a default domain:

ation for Windaws damain servers

V¥ Inlegrated Windows authentication

k. I Cancel Help

Figure 10-20: Authentication Methods

Clear the Integrated Windows Authentication checkbox, then click OK. You will be back at the web site
properties dialogue box, displayed in figure 10-19, above. Click on Server Certificate and the Web Server
Wizard will appear, as shown in figure 10-21 below.
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~

Welcome to the Web Server Certificate Wizard.

Welcome to the Web Server
Certificate Wizard

This wizard helps you create and administer server
certificates uzed in secure Web communications
between your gserver and a client.

Status of your Web server:

Your Web Server doesn't have a certificate installed
and pou don't have any pending requests.
Certificate ‘Wizard will help you to create a new
certificate for this ‘Web Server or attach to an
existing certificate,

To continue, click MNext.

< Back I Mexst > I Cancel |

Figure 10-21: Web Server Certificate Wizard

The Web Server Certificate Wizard will automate some of the steps for creating server certificate requests.

When figure 21 displays click Next.

IIS Certificate Wizard

Server Certificate

There are three methods for assigning a certificate to a'Web site.

Select the method you want to use far this web site:

 Assign an existing certificate

£ Import a certificates from a Key Manager backup fle.

< Back I Mest » I

Cancel |

Figure 10-22: Web Server Certificate Wizard
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There are three methods for assigning a certificate to a Web site. Make sure you select Create a new
certificate and then hit the Next button.

IIS Certi te Wizard

Delayed or Inmediate Request
You can prepare a request to be sent later, or pou can zend one
immediately.

Do you want ko prepare a certificate request to be zent later, or do you want to gend it
immediately to an online certification autharity?

' Prepare the request now, but send it |ater

= Send the request immediately to am oriline certification authority

< Back I Mest » I Cancel |

Figure 10-23: Delayed or Immediate Request

Select Prepare the request now, but send it later and then click on the Next button. The Name and Security
Settings window will display.
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115 Certificate Wizard )

Name and Security Settings
Yo nevs certificate must have a name and a specific bit length.

Type a name for the new certificate. The name should be easy for you to refer to and
remember,

Hame:
Default wieb Site <

Name the site

The bit length of the encryption key determines the certificate’s encryption strength.
The greater the bit length, the stronger the security. Howewver, a greater bit length may
decrease performance.

Bit length: Select 1024 for key
bit length

A

[ Server Gated Crpptography (SGC) certificate [for export versions only]

< Back I Mest » I Cancel |

Figure 10-24: Name and Security Settings

Choose an easy to remember name for the website for which you want to create the certificate. Select a bit
length of 1024, then click on the Next button.
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Your certificate must include information about your organization that makes it easier to distinguish it from
similar organizations. Select or type your organization’s name and your organizational unit or department,
then click Next.

IIS Certificate Wizard

Organization Information
“Your certificate must include information about your organization that
digtinguishes it from other organizations.

Select or type your organization's hame and your organizational unit. This iz twpicallp the
legal name of pour organization and the name of wour division or department.

For further information, consult certification authority's web site.
Oraanization:
IDrg1 Ll

Organizational unit:

fUrit] |

< Back I Mext » I Cancel |

Figure 10-25: Organization Information

115 Certificate Wizard

Your 5ite’s Common Name
o Web site's common name iz itg fully qualified domain name.

Tupe the common name for your zite, [f the zerver iz on the Internet, uge a valid DNS
name. If the gerver is on the intranet, you may prefer bo uge the computer's NetBIOS
hame.

If the comman name changes, you will need to obtain a new certificate.

LCommon name:

Example:
server50.interoplab.gov

< Back I Mewut » I Cancel

Figure 10-26: Your Site’s Common Name
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Select a common name, but ensure that this is the full DNS name of the server.

Click on Next after you choose a name. Example: server50.interoplab.gov
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Fill out information about your location, then click on Next.

115 Certificate Wizard

Geographical Information
The certification autharity requires the following geographical information.

Country/R egion;

S [United 5

State/province:
| [~

City/locality:

| &

State/province and Cityocality must be complete, official names and may not contain
abbreviations,

< Back I st » | Cancel

Figure 10-27: Geographic Information
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After you enter your geographic information, you will be prompted to enter a filename for the certificate
request. Choose a name or browse to find the most desirable location to store this file.

Default ¥eb Site Properties I el s

wieb Site | Operators I Peiformance I I1SAP! Filkers I Home Directon I Diocuments I
Directory Security HTTP Headers | Cugtom Ermors I Server Extensions |

 Anongmous access and authenticationconral et

Enable anonymous access and edit the Save in: IQ Lacal Disk [C:] j - EF '
w authentication methads for this resource. Edit ..

| 1Documents and Settings | System Yolume Infarmation
LoEAs [awnnr

|_JEntegricy C)wutemp

| Inetpub

kel

" liPlanet

| Jizskl.4.2_01

“ljskarta-tomeat-4.1,29

|_1Pragram Files

| IRECYCLER

Q Shared

—IP address and domain name restriction:

Grant or deny access to this resource using
IP addresses or internet domain names.

Edit..

— Secure communication

Fequire secure communications and
enable client certificates when this
resource is acoessed.

Server Certific

Wiew Certific

115 Ce ate Wizard

Certificate Request File Name
Your certificate request iz saved as a text file with the file name you
specify.

File name:

Save as lype: ITth Files [*.tut)

Lef Lo
\[

Enter a file name for the certificate request.

Eile name:

c:hcertreq bt

Browse...

Enter a file name. Click on
Browse to navigate a
location to save the file

< Back Next > Cancel

Figure 10-28: Certificate Request File Name
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After you name the file and location, you will have an opportunity to review the information you entered.
To change something, click on the Back button, otherwise click on Next.

115 Certificate Wizard x|

Request File Summarny
You have chosen to generate a request file.

T generate the fallowing request, click Mext.
File name:  c:hcertreg, bt

Your request containg the following information:

lzzued To zerverd

Friendly Mame D efault \wieh Site
Country / Region s

State / Province uza

City zt cloud
Organization Orgl
Orgarizational L nit it

¢ Back

Cancel |

Figure 10-29: Request File Summary

When you are satisfied with the information you entered, click on Finish to exit the certificate wizard.

115 Certificate Wizard x|

Completing the Web Server

<[l Certificate Wizard :

S Location
You have successfully completed the \Web Server where newly
Certificate wizard. A certificate request was created and B
zaved to the file: Cr-eated cert

is saved

choertreq bt

Send ar e-mail this file to your certification autharity, who will
zend pou a responze file containing pour new certificate.
Festart this wizard to attach the new certificate to your
SEIVEL

Click hers

far a list of certification authorities who offer services for
Microsoft products.

To close this wizard, click Finish.

< Back Cance| I

Figure 10-30: Finish the Cert Wizard
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3.2 Import server certificate into IIS

Before you can begin section 3.2, send the certificate request created in 3.1 to your CA. Save the certificate
returned by the CA in an appropriately named file, for example, c:\certl.cer

After you have the certificate returned by the CA, you will import a server certificate into IIS by running
Internet Services Manager. Goto:

Start

Programs

Administrative Tools
Internet Services Manager

After you click on Internet Services Manager, an Internet Information Services screen will display, as
shown below.

¥E Internet Information Services . o ] [

mEI2I2]» = 1|

J Action  Miew |J = = |

Compuker | Local | Conneckion Type | Skatus

* serverd Yes TCRJIP

- B * serverd
[+ Default web Sie
-8 Administration Web Site
[+ Defaul SMTP Yirtual Server

Figure 10-31: Complete the Import Wizard
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Choose the Server name and the web site you want to configure by navigating the left pane. Right click on
the server you will configure. Ensure that the IIS sever is not running, and click on Stop if so.

?'E Internet Information Services

| action  view Hd— = | |||§|JQ| »om o

Tree I Compuker | Local | Connection Tvpe | Skatus

% Internek Information Services: B servert fes TCR/IP
= E} * serverd
- Default Web Site
(-8 Administration Web Site

. Stark

Pause

Make sure IIS is not
running

<
«

T
Refresh
Properties

Help

Stop the server

Figure 10-32: Complete the Import Wizard

Right click on the website you want to configure and click on Properties. A window with website
properties will display, as shown below.
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Once the web site properties window displays, click on the Directory Security tab.

Default Web Site Properties ed |

Weh Site | O perators I Perfarmance I 154P Filkers I Haorme Directony I Documents I
Directary Security I HTTP Headers I Custorn Errors I Server Extenzionz I

—Aponymouz accezs and authentication contral

authentication methods for thiz resource.

! ; Enable anorymous accezs and edit the

Click on Server
Certificate...
button

— P addrezsz and domain name restichions

|F addreszes or internet domain names.

Click on Edit... A

@ Grant or deny access to this rezource uzing

Directory 7
Security /
tab Ure communications

R equire secure communications and
enable clent certificates when thiz
resoUIce ig accessed.

Server Certificate. .. |

Wiew Certificate. . |

Edit.. |

ak. Cancel Apply | Help |

Figure 10-33: Complete the Import Wizard

Once in the Directory Security section, click on the Server Certificate button. The Web Server wizard will
appear, click Next and follow the steps below.
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o  Select Process the pending request and install the certificate, then click Next.

e  Enter path name of the file containing the certification authority’s response, click Open.

e C(Click Next.

e  (Click Finish.

e (lick Edit in the Secure Communications section.

e Click Require secure channel SSL, click require 128-bit encryption.

e  Click Require client certificates, and then click OK.

e After you click OK, click on Web site tab. The SSL port has been changed to 443.

e  For inheritance overrides, click OK

e C(Click OK

e  Stop and then start IIS
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Recipe 11 - Configuration Guide for Setting up HP as an Agency Application (AA)
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1.0 Setup

1.1 Terms and Introduction

The SAML Artifact profile is one of the adopted schemes within the E-Authentication architectural framework. This
guide should help you setup SAML, to use this Sun application as a Credential Service or as an Agency application.
The Oblix setup screens are the same, whether setting up an AA or a CS. In section 2, each type of setup is outlined
separately. After reviewing the terms, configure your scheme to handle SAML, starting at the main page shown in
Figure 11-1.

Term Definition

Agency Application (AA) | An online government service, provided by an agency, which requires a user to be
authenticated.

Credential Service (CS) A service, provided by a CSP, that electronically validates identity or a transaction.

Credential Service An organization that offers one or more Credential Services (CS). If a CS offers more than one

Provider (CSP) type of credential then each one is considered a separate CS.

Project Management The PMO is the organization that handles E-Authentication program management,

Office (PMO) administration, and operations for the Initiative.
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1.2 Using the setup tool

To open the setup tool, go to the HP directory under the Program Files folder; click on the Setup Tool.

HP OpenYiew Select Access Setup - SAML Server

If you wish to configure the SAML Server,

click the button helow:

Configure... |

Frevious

Figure 11-1: Start Setup Tool

Use the setup tool to configure a SAML server. The setup program is the same whether you are setting up a CS or an
AA. After the initial setup, do not attempt to use the setup tool again. Instead, use SAML partner properties (See
section 2.0 for details) to access properties.
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Select Access Setup - Contact the Administration Server

Select Access Setup - Contact the Administration Server

Select Arcess must contact the Administration Server fp Soitots the aodee
process. Please enter Administration Server informatio Name of the

~Administration Server Connection Parameters

using
Host: m 4
Fort: |9985
URLPath:  ffadmin
Login narme: Iadmin
Fasswaord: I <+— Enter password

Cancel Help Setto default |

Figure 11-2: Select Access Setup

SAML Seryver Setup - ID

SAML Server Setup - ID

The SAML Server ID allows you ta identify the SAML Server in the Palicy Builder.
You can enter any string that uniguely identifies the SAML Server inyour Select
Access installation.

D

|senfer1.interom.eauth.enspier.net:SAMLSewer k

\

Choose a name

Cancel | Help Setto default | Previous |

Figure 11-3: Define SAML Server ID
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SAML Serversetup - General

SAML ServerSetup - General

tFr‘TI|aa;3$SeL|3nt|ertr bﬁ_lo:ftahe hostnarr:lel.u? wr;ichpyou.\;illﬂt:eglsnfin specify the fuIIy
e artwhich the sererwill listen to. Pravide the 13 T A
gy . e ; qualified domain
which this server will use for establishing all connections
name for the host

&
Host: Iserver'l interop1.eauth.enspier.net

SSL Part |9985

Check this box if

you are settlng up Selectthe location ofthe SSL Server Cerificate (pkes12 format):
a Credential

Service (CS) | rowss.._|

I SEL Server Certificate Password:
A

Check this box if
you are setting up
an Agency
Application (AA)

"1 This serverwill transfer users to known SAML single sigr Browse to select

your certification

.-F This server will accept users transferred from configured file

sign-on parner(s)

_ See below for
| Frevious — saformation on
pkcs12

Cancel | Help | Setto default

Figure 11-4: General Server Setup

PKCS12 files combine private and public key certificates. This file is protected by a password, which you will provide
when you create your PKCS12 file.
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2.0 Authenticating Users from a Credential Service

As an AA that seeks to authenticate users utilizing a certain CS, you must create an authentication server that HP will
use to authenticate users. Before you can add a CS, you must create a new group to store user credentials. HP uses a
policy matrix to create groups. The following pages will help you use policy matrix, opening a door to HP’s user
directory.

2.1 Use policy builder to add a group of users from a Credential Service (CS) to your AA

First open Policy Builder; go to the Program files folder and open the HP directory. Click on the open view folder,
then click on SelectAccess, then click on Policy Builder.

Disconnect ‘ Oplions | Clipboard | Send Cirl-Alt-Del |
@ (=l S
File Edit Yiew Tools Audit Help
25 XIE R
=
. X
o
g @ F: Group Information } Group Membershin | Directory Information
w o [
POLICY El 3. 289 . .
ADMINISTRATION E E § E § E @ Enter infarmation about the graup.
g == 2 % LSRR}
= o
2 £ go[:ll:ll:l *Group Mame: |CSP123|
o = E_gé ] I
7 = Description |
GgGOn
Resources Tree 1 E
=
=4 Metwork ax|v|viviviv]
**ou must enter information in these fields.
Advanced (8114 Cancel Help
Kl 2l ;I_‘
(5[]

Figure 11-5: Create new CS group

Right click on the folder where you want to store your new group file. Create a new group inside of your known users,
where people from you CS will be stored.
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2.2 Use Policy Builder to Modify SAML Configuration

After establishing an authentication server, you must configure the SAML partnership for a CS within the
authentication server. Use Policy Builder to modify SAML component configuration. To open, go to the Program files
folder and open the HP directory. Click on the open view folder, then click on SelectAccess, then click on Policy
Builder.

@ HP Open¥iew Select Access Policy Builder - | EI|

File Edit iew lmg Audit Help

lﬁ | @ o | = Authentication Servers
———— User Location Configuration

User Roles
Activate Directory Attributes
Passward Palicy Configuration
JRURIE  Cormponent Configuration
ADMINISTF Configure Delegated Administration
Policy Data Signature »

Digcover Metwork Serices
Terminate Metyark Discovery
Resourc  Resource Discovery Pluging

Rule Builder
Canfigure Palicy Plugins
Clear Validator Cache(s)

© Network

Kl 2l 2

[ alaal

Figure 11-6: Working with Policy Builder

Click on Tools, the select Component Configuration. A component configuration window will open, as shown in
Figure 11-7 below.
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Disconnect | Options | Ciipoard | Send cirkaroel

@ HP DpenYiew Select Access Policy Builder ]
File Edit iew lmﬂ Audit Help
i
ﬁ | @ E | éf éuthemlcat @HP OpenYiew Select Access Component Configuration ;IEILI
— Userlocal rie Edit View Options Help P
User Roles _ [ |
Activate Dir x
Components
F dl
FSsior ~(_7 Enforcer Plugins
POLIC C7 Palicy Validatars
ADMINISTE  configure [“_‘| SAML Servers
Policy Dat : S Fropert
Discaver Eefresh Canfiguration
Termimatel Delete
Resourc: Resource [ .
& Wananeme Rule Builde -
< network Configure F
Clear¥alid
=] ]
|
1 il 1 ¥

Figure 11-7: Navigating to Component Configuration

To view assertion properties, right click on a SAML server file, choose Properties. A window for assertion properties,
as shown in Figure 11-8, will open.
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2.3 Add a SAML Authentication Server

From the HP OpenView Select Access Component Configuration window, open the properties.

Disconnect | Options | Clipboard | Send ciri-aitpel |

@ HP DpenYiew Select Access Policy Builder =10]
File Edit Wiew lﬁa Audit Help
ﬁ | E’ E | r;_" Authenticat @HP Open¥iew Select Access Component Configuration ;IEILI
—  Meerlocal pie Egit view options Help 2
User Roles
Activate Dir ><
Passuordl D TN e
POLIC !
ADMINISTE  configure
Folicy Dat d  Properties
Discaver M Refresh Connguration
Termifated Delete
Resourc:  Resource [ =
[ @ iooen: Rule Builde =
© Netwark Configure F
Clear Valid
=]
. . =

Figure 11-8: Navigate to Properties

After you click on Properties, the window shown in Figure 9 will open.

63



E-Authentication Cookbook v1.0.0

D\sconnectl COptions | Clipboard | Send Cirl-Alt-Del |

%] HP Dpenview Select Access Policy Builder

o ]
File Edit ¥iew Tools Audit Help
E | @ E | = | }/ | |7J;J E Editing SAML Server 'serverl.interopl.eauth.enspier.net:5amM 5[ _|EI|5||
File Ec ID | General SS0 fam partnets | 550 to partners | 5
User transfers are only accepted from patners a unigue idenyger and
other propeties defined helow. Enterthe values far these param as
your partners have defined thern. I
POLICY SSO to partners
ADMINISTRATION .
Partner Name Tab lists of
portal.eauth enspiernet Credential Services
senver?.interopl (CS)
Resources Tree Serverdinteropl | B
j— I
o Managerment Serversinterop “\ s
&= Metwark i
] htip Server3interop1 1 LISt Of current
-] hitps Serversinterapl partners
-2 server! interop es
saml_in
saml_out
B
Add | Delete Fropeties |
p. 4
ok | cancal | Heln |
To add a new partner,
click on Add
T — 2+l 2

Figure 11-9: Editing the SAML server
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After you click on Add (See Figure 11-10), the New SAML Authentication Server window will display. Enter a name,

then click on Next.

Disconnect | Options | Cliphoard | Send Ctri-at-Del

@ HP Dpen¥iew Select Access Policy Builder = |EI|_
File Edit Y“iew Tools Audit Help
) ) P ————————————————— ] f
ﬁ | @ E | fif’ | /}’ | |7ﬂ New SAML Authentication Server il
Configure a new Select Access SAML Authentication Server for this partner
L B Enter the name far the new SAML authentication senver:
ADMINISTRATION
IAuth server for eAuth portal users
Resources Tree |
§ Management Il
=€ MNetwork
" hitp
-1 hittps
=28 servert interopi.i
sarnl_in
saml_out
E saml_respon
Cancel Help Mext
A
After you click Next, the
SAML Partner Properties
window will display as
shown in Figure 11-11
T — 2l 2]
[s]2]

Figure 11-10: Naming new SAML authentication server
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Disconnect | options | Gipboard | Send ctr-at-oel

File Edit “iew Tools Audit

@ HP Open¥iew Select Access Policy Builder

Help

19 |4 |

SAML Partner Propetties

Aftribute Namesnaces

| CA Cetificate | Directary Server

SAML Partner Properties Security Domains

POLICY
ADMINISTRATION Configure the fallowing fields using the data that your partner has shared with you.
Partner Narne: Iportal.eauth.enspier.net
fiesourcesiivee Fartner's Source |0: Iportal.eauth.enspier.net =
§ Management [% |
=4 Network Partners SAML URL: |hrlps:Irpona\.eauth.enspiernet:4431receiver
2 hit
B https lsguer: Iportal.eauth.enspier.net
=B zervert interopt
saml_in
Cancel Help Previous
|
T — 2ld o
[ aleal

Figure 11-11: SAML partner properties tab

Fill in the partner name. Partner source ID can be obtained from the CS.
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Discunnectl Options | Clipboard | Send Cirl-Alt-Del

@ HP Open¥iew Select Access Policy Builder - | E||_
File Edit Yiew Tools Audit Help

2=

Ix -

Al

SAML Partner Pronerties Security Domaing
Attribute Namespaces CA Cetificate I Diractory Server
POLICY

ADMINISTRATION

An attribute namespace is one kind of Universal Resource Identifier. The namespace
gualifies attrihutes in SAML assertion. Lists among partners must match.

Aftribute Mamespaces

Resources Tree portal.eauth.e

§ Management i
. Efmék NameQualifier is
E-C hitos sent by CS
=2 zervert intaropt .
2] saml_in
aml_out

add | | Dele ||‘

Cancel Help Previous | Finish I

Figure 11-12: Attribute namespace tab
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Disconnect | Options | Glipboard | Send Ctr-Alk-Del

@ HP Open¥iew Select Access Policy Builder

1 ] ]
File Edit “iew Tools Audit Help
=] f
S E e x
e By
SAML Parther Properties | Security Domains
Affribute Mamespaces CA Cettificate Directory Server
POLICY
ADMINISTRATION
Your Select Access SAML Server uses a CA Certificate to verify the client certificate your
parner sends when firstinitiating a connection. Paste the pem or .cer farmatted CA
cerificate provided by your parner into the corresponding window, which will be used fo verify
your patner's client certificate.
Resources Tree LU Y OUTTILY TIL | R 30022 Y BT L TR L SIS LT LY e B Y ZEDINIB S 2 A T U E ‘I _‘
CHMURGEzAHIpY30abh2YgQ29sdv iaWEXEZARBaMNVYBACTCldhe2hpbmd 0b 2 4xk<DAm il -
= € Network BghvBAaTHO riidrdiewg U 2ydmlZMa W Rt E pe 3R KR ph 2 dxzah BokyvBAST Paste in CA cert
" hitp GvBdRo2WE0aWNhdGivbiBIbmlDawF DaxZIMS 4wl AYDVOQDEYW hnRIem
=7 hitps YiBMIKZIhCAYIFRFIU1 QsIERPIESPYCBSR U ggEAMAWGAT UdEwQF MAMBATSWDOY.] from XML Soap
=28 servert interopt . KoZlhveNAQEEBQADYYEAaXS elnPYkh1 Utvh e TMRh/aET LpvOe SDOYIHrIB CHEVA Responder of CS
saml_in JELA9IP4keHHEMaoitEJF U1 gTZ0 237 dphsuhic )1 WZT1 BOnmmkTEE plm2IplG3om
saml_out dUASHOTmMEWRWHYLaZnOMEHES S vugThIGEYE UmO++CFRMAgkikk+gasPa42000=
----- END CERTIFICATE-—- -
Cancel Help Frevious | Finish I
-
K7 o
[olesl

Figure 11-13: CA Certificate tab
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Discannect | options | cliphoard | gend cir-ait-el

@ HP Dpen¥iew Select Access Policy Builder

File Edit ¥iew Tools Audit Help
) ) ) o = ] i
ﬁ | @ @ | "i[ %, | E SAML Partner Properties ll
=
SAML Partner Properties Securitv Domains
Altribute Mamespaces CA Certificate Dird:\‘eUW Server
POLICY
SDEIHISTRS HOH Define a user data location where transient SAML user data will be stared
Specify location in LDAP to stare all user information received from this partner: N -
avigate to
Resources Tree IJsers,nu:SAMLTransferspu:GBA,dc:mtemm‘dc:eauth,dc:enapler,dc:ne Browse... | the Igcation o
4 g m:z:gimem Dielate SAML users after: I1DDBU minutes where you'll =
0] hitp save:
=] hitps N
=28 servert interop . N
saml_in -
= °
s et Incom_lng
o assertions
and

Cancel Help Frevious | Finish I

e Parsed-out
attributes

[ nTesl

Figure 11-14: Directory server tab

Click on Finish when you are done inspecting and editing these tabs.
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2.4 Enable the Authentication Server

Modify Select ID properties in order to allocate the desired resources in the resource tree. Use Policy Builder to enable
the authentication server. To open, go to the Program files folder and open the HP directory. Click on the open view
folder, then click on SelectAccess, then click on Policy Builder.

Disconnect| Options | Clipboard | Send Ctrl-Alt-Del

@ HP Open¥iew Select Access Policy Builder = IEII_X
File Edit “ew Tools Audit Help

B |g XIEBR

-t}
POLICY E T g
ADMINISTRATION 5 2 8 ) )
SH:: Right click on the Network
EE and choose
a0 SelectID Properties

Resources Tree

M—r-énéblesmectm Enable SelectID

Disahle SelectlD
Inherit Selectlmr
SelectiD Prope rtﬁ 5

Lo lls

H

K| 2l i

[oTesl

Figure 11-15: Open SelectID Properties

After you choose SelectID Properties, the Authentication Properties window will open, as shown in Figure 11-16. Use
SelectID properties to allow users from this CS access to resources within the resource tree.
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Disconnect | Options | Clipboard | Send Cirl-Alt-Del
@ HP Dpen¥iew Select Access Policy Builder - |ﬁ‘ |1|
Eile Edit Miew Tools Audit Help Expand to display
B g XIER
E
= Authenticabicis Properties. 1[
@ o
POLICY 'b—; o getfientication | Personalization
ADMINISTRATION § E |
el = Z Add the Authentication Server you want to use.
z Click on Add to
é Authentication Server Authentication Method include a new
Al gAuth porta - B
Resources Tree Authentication |
Server?-Interopt SAML / server j
-
=€ Metwork serverd.interopd SAML
= hitp Server3interop SAML
é server! interop.eautl
= hitps server.interant SAML
=8 srver1 interap1.eautl ServerBinterap SAML
B sari_in i
2 saml_out
=)am|_responghr
SAML EH asd | pewte |
Edit Authentication Servers
Create or modify an Authentication Server. Servers...
To access SelectID
Properties, right click ok | cancel | hew |
on i
d | 2] _»l_I
[8]#]

Figure 11-16: Authentication Properties
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1.0 Setup

1.1 Terms and Introduction

The SAML Artifact profile is one of the adopted schemes within the E-Authentication architectural
framework. This guide should help you setup SAML and to use this HP application as a Credential Service.
Remember that the HP setup screens are often the same, whether setting up an AA or a CS. After reviewing
the terms, configure your scheme to handle SAML, starting at the main page shown in Figure 12-1.

Term

Definition

Agency Application (AA)

An online government service, provided by an agency, which requires a user to be
authenticated.

Credential Service (CS)

A service, provided by a CSP, that electronically validates identity or a transaction.

Credential Service
Provider (CSP

An organization that offers one or more Credential Services (CS). If a CS offers more than one
type of credential then each type is considered a separate CS.

Project Management
Office (PMO)

The PMO is the organization that handles E-Authentication program management,
administration, and operations for the Initiative.
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1.2 Using the Setup tool

HP OpenYiew Select Access Setup - SAML Server

If you wish to configure the SAML Server,

click the button below:

Canfigure. . |

Previous

Figure 12-1: Start Setup Tool

Use the setup tool to configure a SAML server. Accessing the set up program is the same whether you are

setting up a CS or an AA. After the initial setup, do not attempt to use the setup tool again. Instead, use

SAML partner properties to access properties.
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x|

Select Access Setup - Contact the Administration Server

Select Access Setup - Contact the Administration Server

Select Arcess must contact the Administration Server to facilit=*- *= - ==t l
process. Please enter Administration Server information belo. Name of the

computer you are

~Administration Server Connection Parameters

using
Host: m 4
Part [ECEE
URLPath:  ffadmin
Login narme: Iadmin
Fasswaord: I <+— Enter password

Cancel Help | Setto default |

Figure 12-2: Select Access Setup

SAML Seryver Setup - ID

SAML Server Setup - ID

The SAML Server ID allows you ta identify the SAML Server in the Palicy Builder.
You can enter any string that uniguely identifies the SAML Server inyour Select
Access installation.

D

|senfer1 Ainterap? eauth.enspier hetSAML Servar k

\

Choose a hame - whatever
shows up as default is usually
acceptable

Cancel | Help Setto default | Previous |

Figure 12-3: Define SAML Server ID
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SAML Serversetup - General

Check this box if
this server
operates as a
Credential Service

(Cs)
!

Check this box if
you are setting up
an Agency
Application (AA)

(2

SAML ServerSetup - General

tFr‘1Iea;assel_entir bﬁ_lo:ftahe hnstnarr:lel.u? wr;ichpyuu.;\fillﬂt:e;usn:nngthis: specify the fuIIy
e artwhich the sererwill listen to. Pravide the SEver o T A
gy . e ; ' qualified domain
which this server will use for establishing all connections.
name for the host

1

._E)This server will accept users transferred from configured SAML

&
Iserver'l interop1.eauth.enspier.net

Hast:

SSL Part |9985

Selectthe location ofthe S5L Server Certificate {pkes12 format):

I Browse...

SEL Server Certificate Password:

"1 This serverwill transfer users to known SAML single sign-on p: Browse to select

your certification

sign-on parner(s) file

Cancel |

Help |

See below for
information on
pkcs12

Previous | I:

Setto default |

Figure 12-4: General Server Setup

PKCS12 files combine private and public key certificates. This file is protected by a password, which you
will provide when you create your PKCS12 file.
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2.0 Policy Builder

2.1 Using Policy Matrix to modify SAML component configuration

@ HP OpenV¥iew Select Access Policy Builder
File  Edit Wiew lﬁﬂ Audit Help
9 | = | & Authentication Servers
[ LUserLocation Configuration

UserRales
Activate Directory Aftributes
Passward Policy Configuration
r
]

POLIC
ADMINISTE Configure Delegated Administration
Folicy Data Signature

Discover Metwark Services
Tetminate Wetwark Digcoverny:
Resource Discovery Pluging

Resourc:
Rule Builder
Configure Palicy Pluging

ClearValidator Cacheis)

€ Network

Figure 12-5: Working with Policy Builder

Kl
[ nleal
Click on Tools, the select Component Configuration. A component configuration window will open, as

shown in Figure 12-6 below.
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Disconnect | optons | cipsoard | send cti-aroel

@ HP Dpen¥iew Select Access Policy Builder ]
File Edit iew lmu Audit Help
i
Iﬁ | @ E | é“ éuthentlcat @HP OpenYiew Select Access Component Configuration ;Iglﬂ
— JserlLocal pie Eoit View Options Help A
User Roles ) [ |
Activate Dir X
Components
Password |
T = ("] Enforcer Plugins
£ Palicy validators
ADMINISTE  copfigure [“_‘| SAML Servers
Policy Dat . o Fropert
Discover M Refresh Configuration
Terminate Delete
Resourc. Resource [ .
& \anaceme Rule Builde -
< network Configure F
ClearYalid
=] ]
|
1 A 1 |

Figure 12-6: Navigating to Component Configuration

To view assertion properties, right click on a SAML server file, choose Properties. A window for assertion

properties, as shown in Figure 12-7, will open.
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Disconnect | options | cipooard | send cti-aoel

@ HP Open¥iew Select Access Policy Builder

File Edit Yiew Tools Audit

%=

POLICY
ADMINISTRATION

Resources Tree

§ Management
=€ Metwork
"7 hitp
= hitps
=2 server! interap ez
sarnl_in
sarnl_out

Setup SAML Server's Assertion Properties

Partner information needs to be stored in a directory server. Each partner requires a unique identifier
and the other required asserion parameters. These parameters define how parnner requests will be
processed. The parameters you configure can be exported to a text file for distribution

Location in LDAP where all parttners will be stored:

ou=SAML Partners,ou=GSA de=interop1, de=eauth, dec=enspier,de=net

Server's Source 1D:

Use your CS SourcelID

c EI’UWSE...

I?SDﬂJEEDbee651702354dcegfa55b?b5b0?486d3

~Assertion Parameter

Iserver1 interapt.eauth.enspier.net

Issuer <+—— Use your Issuer
Security Damain: Ieauthenticat\on
Aftribute Assertion Lifetime: |1 oogn minutes
Authentication Assertion Lifetime |5 minutes
Retreival Timeout: |5 minutes
Set to default | Ok Cancel Help

Figure 12-7: Configure AA Assertion Properties
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2.2 Adding an AA

Disconnect | options | Gliphoard | send cir-ar-el |

File Edit ¥iew Tools Audit Help

@ HP OpenYiew Select Access Policy Builder

BE

gt B b= =l =1 o

POLICY
ADMINISTRATION

Resources Tree

File Er

p S
© comp
- Er
-3 P
B35

=¥ Metwark
T http
= hitps

saml_in
saml_g

List of current AAs

1|

29 servert interopt.g

Editing SAML Server "serverl.interopl.eauth.enspier.nel

ID | General| 550 fram pariners  SS0 to pariners

transfer authenticated users

‘Your SAML Server requires thatyou create a list of all parnering SAML servers,
which includes the connection information your server needs to connectto and

Partner Name

Serverd-Interapt

smCansumer

erverg-Interop’

portal.eauth.enspier.net

Serverd-Interap?

Add

Propetties

| Save to file

Wiew | Change the SAML Server's asserion properies:

A/

Cowgure

I

IF you are a CS,
and you are

adding AAs, this
tab should display

Click to alter assertion
properties

QK

Cancel |

Help

s

Figure 12-8: Starting point for modifying and adding new AAs

If you click on Configure, the Setup SAML Server’s Assertion Properties window will display, as shown in
Figure 12-9. This information is also found in the setup tool, but it is best to configure through the steps

defined in section 2.5.
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Dwscnnnect| aptions | Cliphoard | Sand Cirl-Alt-Del

6]

File Edit View Tools Audi)
19|68 == | &= | 57| [ |

Setup SAML destination partner

Partner Mame:

POLICY

Cefine which partners can connect to your SAML sever and how the partner must be auth

|p0nal.eauth.enspier.net

=101 %

xI|
URL Alias used for path

extension at the end of their
inter-site transfer URL

Example:
https://samiserverfully:9985/s
aml_out/to_test_receiver

LURL Alias: ho_test_receiver /
ADMINISTRATION
FPartner's SAML UIRL. |ht'tps:mmw\r.eauth.enspier.net443JDUMP
Aftribute Mamespace: |eauthemicatiun
Resources Tree Authentication Infarmation
" Partner's Password:
= o Metwark
+ (] hitp
= (] hitps & Partner's SSL Client Cerificate (paste below the .pem or .cer format cerificate):
5 2 servert interop ¢ T ¥ T T G0 G ARG G O O D DM G OAD T 1060 O 01 167 1 #0207 a0 NG 1151
[Z] saml_in 4vdK70Z5esxF sdFjTaByl YHECITvleclreDpiHbemvEXR S 308 G4 SkKezz 1 0jRLajRIvBedr =
B saml_out WiKMGSOTAZNMAEM+Uifghe Brkt plpil S 2jkef+ 0 Al CmkKUQaiDCSAIFBH)Y K
B o

OK Cancel

N
Globally Defined

o

Enter the client certification,
instead of the CA of the
client cert

Figure 12-9: Configure AA Assertion Properties

After you click on the Add button, see figure 12-10, the Setup SAML destination partner window will display.
Enter your Name, URL Alias, etc., and then click on OK to finish and save settings.
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2.3 Adding SAML Assertion Attribute

Disconnect | Options | Cliphoard | Send Cirl-Alt-Del
@ HP Open¥iew Select Access Policy Builder ]
File Edit Wiew Tools Audit Help
B g X|E 3
8 =
>
=
25 £
R w ECE3
2 2. FEEEC
POLICY = o é.gJJégﬁ
2 m EF=E=ESES
ADMINISTRATION g - - ELIECOEE
=4
£ S0mtt®
g o
&
Resources Tree | E
2@ Network Ax|v|vivlvvivivivly T
F-(] hitp 8(X|v |v|v|vv|vvvvy
= hitps B(X|v |v|v|v|v|v|v|v]v
-2 semvert intaropt.eautl (88 X | |V | |+ v [ v |V v
[2) samlin I_g‘/\/\//‘/‘/‘/‘/‘/‘/
|_out | e
saml_responder |€ #* Enable SelectlD v
| Disahle SelectD I
Inherit SelectiD
T 2l 2]
(o]

Figure 12-10: Configure AA Assertion Properties

Right click on the i next to the SAML file you want to work with. Choose SelectID Properties. The window
shown in figure 12-11 will display, click on the Personalization tab when the window finishes loading.

82



E-Authentication Cookbook v1.0.0

Disconnect | Options | Clipboard | Send Cirl-Alt-Del
@ HP Open¥iew Select Access Policy Builder

File Edit View Tools Audit Help

B =g X E B

Personalization tab
x|

rtal Use

Authentication Properties

@
2 4] o
POLICY = 2w Authentication Personalizatid
ADMINISTRATION g 28 i
g H 2« Group Data | Role Datal Check this box
=] o —
% g @ Define the enviranment variables thatwill be used 10 expott the user's DN a
5 S yseratiributes to the Web server
€€ 1 note: Personalization variable names will be converte Per case and have
Resources Tree m 'HTTP_SA' prepended to them. This is an | convention that enfarcer
pluging use when exporting vari
§ Management
=€ Netwark &x|v | [store W
O http & X|v|v
=] hitps & X|v|v ¥ Store user attributes in;
-2 server interop eautl |5 X |+ | v
saml_in &viv|v Directory Attribute Name Environment Yariahle Mame
B |_out E-:En‘ablln departmenthuffher assura*eLevel
sami_responder € © oivenName [/ givenharye
Disab |=n, surtame/ surame |
Inherit |en, commonfame commantyme
Stored as: Saved as:
Aftributes | Add | Delete |
Ok | Cancel | Help |
T 2l

Figure 12-11: Personalization tab
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Recipe 13 - Configuration Guide for Sun Java System Identity Server for an AA and CS

Table of Contents

1.0 Setup

1.1 Terms and Introduction

1.2 Webserver SSL setup

2.0 SAML Server Configuration

3.0 Partner Configuration

3.1 Adding AAs

3.2 Adding a new CS

3.2.1 Set Up a Certificate Store

Version 1.0

1.0 Setup

1.1 Terms and Introduction

The SAML Artifact profile is one of the adopted schemes within the E-Authentication architectural
framework. This guide should help you setup SAML, to use this Sun application as a Credential Service or
as an Agency application. The Sun setup screens are the same, whether setting up an AA or a CS. In section
2, each type of setup is outlined separately. After reviewing the terms, configure your scheme to handle
SAML, starting at the main page shown in Figure 13-1.
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1.2 Web Server SSL setup

To setup your web server, first enable SSL on the web server that will be running Sun Java System Identity
server. Make sure client auth is on. Other than enabling SSL on the web server, you must create a port
requiring client certifications.

Example Port Settings

58080 = Clear
58443 ~ SSL no client auth
58444  SSL client auth ON
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2.0 SAML Server Configuration

To begin SAML server configuration, you will be logging on to the Sun Java System Identity Server
Administration. To access the Sun Java System Identity Server Administration Console, go to:

http://is.fqdn.com:58080/amconsole

=

&

Fle Edt Wew Favortes Tools Help

Qe - @ ¥ [B @ Pseah lpraones @reda @) 3 Lims
Acctess ] hatp:jservera.nterep. eauth,enspier.n UL Login?service= i interop1. cauth. enspier G Lk
Google - | fhsearchweb ~ | §3  Shisbiocked ] rurl ] | P options Web assistant = | Norton Antivius [} -

@Sun

Sun~ONE Identity Server

This server uses LDAP Authentication

User Name ]

e S —

c Software Users Subjectto Standard License Terms and Conditians. Sun,

Sun'ONE copyight 2002 Sun Microsystems, Inc All fights reserved. Use of this productis subjectto license terms. Federal
G e bmiemnent 5Un Microsystems, the Sun logn, and iPlanet are orregistered ofSun . Inc. in the United States and other countries.

® Internet

&] Done
) P TF ™ oo, | Borperss . | Bsorompse. | @lontnsions s, | Bloussuns. [[ETIETTN Dreoc-oan. QOB BBEES S ssson
ot

Figure 13-1: Security Settings

After you Log In, a screen similar to Figure 13-2 will display.
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Fle Edt View Favorites Tools  Help w
Q- Q ¥RAG D seach S0 Favortes @ eda E2) - D‘ -1 ﬂ 3

Ackdress ] hitpsdlserverdinterapt eath net:S8080/; MBs

Web assistant i+ Morton Antivius 5 -

Logout | Help

Google - |

@ searchwed - | §B | B 16 bocked {5 curcril [ | R options
Welcome
Sun-ONE Identity Server amadmin

Identity Management s et 3iile[¥g=1io]j] Federation Management
A

View:

Organizations (1 row)

Search
eauth | eauth

Full DNS name http://servera.interopl.eauth.ens

” Filter \

Organization Status:

Click on Service Configuration tab

DNS$ alias names:

———

Unigque Attribute list:

L 1

Figure 13-2: Identity Management Page

First, Click on Service Configuration tab.
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“Sun ONE Identity Server - Microsoft Internet Explorer ME@
Fle Edt View Favorites Tools Help [}
Qe - @ ¥ [B @ Pseah lpraones @reda @) 3 Lims
Actess ] hetpjservera.ntercpi eauth. enspier. net:5A060). Bl ER
Google - | [v] Gpsearchweb | g | Shisblocked 5] cucrl [ | [ options 2 Web assistant i~ | Norton Antivius 5 -

Logout | Help

Welcome
Sun~ONE Identity Server am&dmin

e[S EREG S =il Service Configuration Federation Management

Service Configuration Administration e
Identity Server Configuration Global 3
b
Enable
Authentication Eadaration
Anonymous b Management:
Certificate b
Enable User
GO GE Management:
LDAP
Mermbership F Show People o
NT B Containers:
RADIUS Display
Safeword b Containers In O
Unix b Menu:
Authentication Configuration b Show Group
Client Detection P Containers: Click on SAML
Logging ¥ Managed
Naming b Group Type
Platform ¥ | |
Policy Configuration b No Permission|No Permission Description|
SaML b Organization Palicy Admin| Organization Policy Admin Description| ORGANIZATION: aci: {target="ldap:///ORGAN
Organization Admin|Organization Admin Description|ORGANIZATION: aci: (target="ldap:///ORGANIZATION )tz
Session b Organization Help Desk Admin|Organization Help Desk Admin Description| ORGANIZATION: aci: (target="ldap: /.
Default Role
User b X
- - Permissions
155 Configuration (ACIS)
Identity Server Security Service b
<l 3] 2 ——
&] Done @ Internet

m—m 3 Coipocument .. | ) Example 4-15... | 8] ElamertDescri.. | B Esuth Schem... | 8] Oblc ietpaint... | B Documentt - _’-5,@5@9 H17pM

Figure 13-3: Admin Page

Then click the arrow next to SAML (under Service Name), and a window similar to figure 13-4 will display.
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When configuring Sun, either as an AA or a CS, you will spend most of your time working with the screen

displayed in figure 13-4.

E Sun ONE Identity Server - Microsoft Internet Explorer

BEX]

Fle Edt WView Favortes Tools  Help o
Q- O KNRAG ) search 7 Fovortes (@ tedo 467) R ; -1 @ 3
ckdess €] bttp:Jserverd.nteront ath,enspier. net 530501 ram, B s
Google - | [v] & searchweb - | g3 Elisblocked {5 curcr R options wWeb assistant {~ | Norton Antivius {5 -
Logout | Help
Welcome
Sun-ONE Identity Server amadmin
[l Eh Gl E e Service Configuration Federation Management
Service Configuration SAML =]
e MR
Identity Server Configuration Global
Administration b
Authentication instanceID=http: //server3.interopl.eauth.enspier.net: 58080 | siteid=xrokudkpraEvgpleCtOc,00vVnw=|issueriame
A S siteid=xXroKuckproEvgpleCtOc/100Y nw=|issuerName=server3.interop1.eauth.enspier.net |instancelD=https: //serv
nonymaous ‘ instancelD=https: //servera.interop1.eauth. enspier.net: 58443 | siteid=xrokudkpraEyvgpleCtOc 0oV nw= | issuer=ser
Certificate b Site ID A
and Site =
Core b Issuer
LDAP b MNarme:
Mermbership b
NT B [AdaT]
RADIUS b !
Safeword P awgn ¢ ]
equest: H H
Unix b i To add Site ID and Site
Sign
Authentication Configuration b Rgsponse‘ O Issuer Name:
Client Detection b ' I. k
Logging F Sign o clic Add
Naming » Assertion:
Platform F Artifact T 1
Policy Configuration b MNarme: |
4
Target e
Session b Specifier: |TaRGET
User
155 Configuration _‘?Tt‘fadt [
imeou 120
Identity Server Security Service b (seconds):
Assertion
_ skew (]
< u I3 AL I ] @l
(€] Dene  Internet
@& Gowouns.. | Bleamisa-.. | @denenve,. | Ejeauhsch., | Elobbrer., | & snzdoc-. E)edistem.,. | [ nbox-pic.. AABLED @ weten

Figure 13-4: Identity Server Console

Click the Add button to include a new Site ID and Site Issuer Name. After you click Add, a window similar
to figure 13-5 will display.
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&7 x®
F o
Q- O KNRAG ) search 7 Fovortes @ tedo 462) &= I@ 3%
ckdess €] bttp:Jserverd.nteront ath,enspier. net 530501 inFram BRI
Google - |v] & searchueb - | gD | Eh16backed " B [ optiors Web assistart @+ | Norton Artivius ) -
Logout Help
Welcome
@] Edit Site ID and Site Issuer Name - Sun ONE Identity Server - Microsoft I... |- J(CJE4 amdmin
G W AVERG Gl sl Service Conf| EditSite,1D and Site;1ssuer-Name
Key: Value Add...
O~
Service Configuration =
[Save ][ Reset
Identity Server Configuration
Administration b
Authentication th.enspier.net: 58080 siteid=xrakudkproE VgpleCtoc/10avniw= |issueriame|

A S issuer er3.interopl.eauth.enspier.net linstancelD=htips: //serv

nonymaous Cancel luth.enspier.net: 58443 | siteid=xrakudkpraEVapleCtoe 0oV rws= |issuer=ser

Certificate b

Core b

LD&P b

Mermbership b

NT B [Add |[ Edit || Copy [| Remove

RADIUS b =

ign

SafeW;)rd 4 Request: ]

Unix -
Authentication Configuration b gigﬁ o see below for detalls
Client Detection b SERENSE:

Logging F Sign o
Naming » Assertion:
Platform F Artifact T
Policy Configuration b MName: =
SAML b = 1
R arge
Session b Specifier:  ARCET
| User
155 Configuration _‘?Tt‘fadt
Identity Server Security Service b (S‘Z;%AS) 120
Assertion ]
. skew ]
[3 u J[2]]=] I [E2
&5 ist{'5MData', ‘SMData.GlobalDataviewld].cchttrSet.chValue!, 'Ste ID and Site Issuer Name, ‘add); © Intermet
[ anbox - vic. . @g:,ggmggo @ wazem

M BE & @oivocume.. | ®exanpied-.. | B clomentos... | Beauhsch., | B)opbner.. | @] swnzdoc-. | &)smoner.. |

Figure 13-5: Edit Site ID Site Issuer Name

Duplicate the pre-existing Site ID and Site Issuer Name name/value pairs changing only instancelD to
reflect the https protocol and the port number. There should be 3 entries in the Site ID and Site Issuer
Name section. One for the http port, one for https not requiring a client certificate, and one for https

requiring a client certificate.

For example:
instancelD=http://is.fqdn.com:58080
instancelD=https://is.fqdn.com:58443
instancelD=https://is.fqdn.com:58444
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Next, scroll to the bottom of the page to the “Trusted Partner Sites” section. Click add and this pops up:
Fill in different name/value pairs depending on your role (AA or CS).

& @] Edit Trusted Partner Sites - Sun ONE Identity Server - Microsoft Internet.... [ J(C1JEg

Qo - © ¥

Address | €] bitpiljserverdirkero)

Key: Value

G Links

Google - Weh assistart i~ Norton Antivius 5 -
Logout Help

Welcome

amadmin

Identity Manager| |

Service Configura

Identity Server Col

= A factor for [300
Administration b notBefore
Authentication time:
Anonymous b
v Assertion
Certificate b e a0
Core b (seconds)
LD&P b .
Merrbership b SAMLUr=https: //www eauth.enspier.net; 443/DUMP | target=www,eauth.enspier.net | SOAPUrI=https: //www,eaut
SAMLUM=https: //server2.interopl. 8auth . enspisr.net/saml/ObS AMLREE siverService | issuer=server?.interop1. eautr
NT B target=server8.interopl.eauth.enspier.net | SAMLUrl=http://servert.interap 1, eauth.enspier.net: 7001/samlrelyingy
RADIUS b Trusted SAMLUr=https: //serverl.interopl.eauth enspier.net: 9985/saml_in | target=serverl.interop1.eauth.enspier.net| AL
Safeword P hatnek
- Sites
Unix b
Authentication Configuration b
| i [(Remove |
Client Detection b [ |
Logging F _
Nl o http: //servers.interopl.eauth.enspier.net; 80/Readme html
dning hitp: //server3.interop1.eauth. enspier.net: 80/pratected/aa/sample. hml
Platform F
Policy Configuration b POST to
SAMU ¥ Target
Session b URLs:
User
155 Configuration
Remove
Identity Server Security Service b
| I i J
&5 ist{'SMData', ‘SMData.dlobalDataview] 8], coAtlySet.chVaiue!, Trusted Partner Sites’, add; © Intermet

| B elementos... | EEauthsch., | B obbcnere., | B sinz.doc-, | E)smoner.. | D) 1rbox - vic. . ‘@j;ﬁah,;!) [FREECL

) T T F ™ Qo | ek
Figure 13-6: Edit trusted partner sites
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3.0 Partner Configuration

To add either a CS or an AA, you’ll be adding a new line to the Trusted Partner Sites list. You will need to
obtain a SourcelD for the partner you are adding. Click and select a line under the Trusted Partner Sites
and then click on Edit.

Ad|

:

2|

€1 | &) Edit Trusted Partner Sites - Sun ONE Identity Server - Microsoft Internet Explorer
Edit Trusted Partner Sites

Key

(-Joed

3
IJ.

Value

“| B ks
SAMLUM=https: //www.sauth.enspier.nat; 443,DUMP ~ web sssitant @ | Norton Artivis g -
target=www.sauth. anspisr,net g T el
SOAPUr=https: //www.eauth, enspier.net: 443/DUMP ogou elp
SourcelD=fefla4484c 298760 2fe 466962 cbs fd25eadd Welcome
AuthType=SsL amadmin

certalias=stub
hostlist=stub
siteAttributeMapper=net.

! See 3.1 & 3.2 below for edit details

pier.eauth. saml.identity EnspierSiteAttributeMapper v

<

Authentication |
Configuration
Client
Detection
Logging F
Naming b
Platform ¥
Policy [
Configuration
SAML »
Session b
User b

155 Configuration
;dentity Server [

Membership y
NT b
RADIUS
Safeword b
Unix P

Trusted
Partner
Sites:

FOST to
Target
URLs

3 2]

=Tt ST BB IST T8 T a7 DO [Tar =ETOE=TE

SAMLUrl=https: //server2.interopi.eauth.enspier.net/saml/ObS AMLReceiverService | issuer=server2,interopl.eauth.enspier.n
target=serverB.interopl.eauth enspier.net | SAMLUM=http: //servers interopl eauth.enspier. net: 7001/samlrelyingnart: /o0l <,

SaMLUr=https: //serverl.interopl.eauth.enspier.net: 9985/saml_in|target=serverl.interopl.eauth.enspier.net| A when Adding AAS
use Post to Target
URLs: Insert and
Add URL here to
include new
location(s) to send
the assertion

r.net| SOARUrI=https: //wwiw BaUth. enspier. net: 443/DUMP| SourcelD=fafla
urcelD=4fW2hGgEUs 1pdl

M=K A AL R A ATER

[Caaa | [Edie] [ copy |[Remove |

http: //servera.interopl.eauth.enspier.net: 80/keadme. fitml

http‘//serverlmtgrupl‘gauth‘gnspwer‘net:EU/prDtEE(gd/aa/samp\g‘?w\\

Reset
v
>

M '™ B nbox - merosoft out...

&) oblix Netpoint User A, | & Sun ONE Identity Ser... @ Al RE wesem

BT Document L - Microsef ..,

2l Edit Trusted Partner ..

3.1 Adding AAs

To add an AA, you must be set up as a CS. Change the following when adding new entry for Trusted
Partner Sites list:

Figure 13-7: Edit trusted partners window

Target = fq domain name of partner site

AuthType = SSL
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e Hostlist = cert alias or name (certificate in certificate)
e  Site AttributeMapper = java plugin store class to send attribute
e SAML URL = URL of partners artifact receiver

3.2 Add a new CS

You must be setup as an AA to add a new CS. Edit the list that appears next to the words Trusted Partner
Sites. Click Add when you finish your edits.

27 Sun ONE Identity Server - Microsoft Internet Explorer =

Fle Edt Wiew Favortes Tools  Help

Q- O KNRAG ) search 7 Fovortes @ tedo 462) R ; -1 ‘a 3

ckdess €] bttp:Jserverd.nteront ath,enspier. net 530501 ram, B s
Google - | [v] & searchweb - g3 Evisbiocked ] uori F] | Fdopons wWeb assistant {~ | Norton Antivius {5 -

Logout | Help

Welcome
Sun~ONE Identity Server amadmin

[l Eh Gl E e Service Configuration Federation Management

Service Configuration */ Artifact ; 2
Timeout  |120
n (seconds):
Service Name Trusted Partner
Identity Server Assertion = =
Configuration skew Conflguratlon- See
Administration F factor for |300 b g -
elow for edit details
Authentication notBefore -
time
Anonymous ‘
— Assertion
Certificate b Timeout  |s0
Core b (seconds):
LDAP b
B ﬂMLur\:https://www sauth.enspier.net: 443/DUNMP| target=wwiw eauth.enspier.net [SOAPUrI=https: /fwww . eauth.enspier.net: 443/DUMP | SourcelD=fef0a
Membership AMLUrI=https: //server2.interop.eauth enspier.net/saml/ObS AMLReceiverService| issuer=server2.interop 1eauth.enspier.net | SourcelD=4Rk2bGgEUs 1pdl
target=server.interopl.eauth.enspier.net| SAMLUF=http: //servers interopl.eauth.enspier.net: 7001/samlrelyingparty,/RP | SourcelD=DgKzd/IqBknxy 64753,
NT B Trusted SAMLUrl=https: //serverl.interop1.eauth.enspier.net: 9985/sami_in| target=serverL.interaop1.eauth.enspier.net | AuthType=S5L| certalias=hp | hostlist=hp| S
RADIUS 3 Partner
Safeword b Sites:
Unix P
Authentication | [_Add_ ][ Edit ][ copy |[ Remove |
Configuration
Client 14
Detection http://server3.interopl.eauth.enspier.net:80/Readme. html
http://serverd.interopl.eauth.enspier.net: B0/protected/aa/sample. htm
Logging b
Naming b - 7
Q
Platform ¥ Target
Policy [/ URLs
Configuration
SAML [
sesslon) }
User b
155 Configuration Reset
Tdentity Server tM ol
<] | B & B

m b - crosoft cut.,, | @Y oblx netpoint User A [ R o 9] bacurent - Hicrosof, .| o RE worem

Figure 13-8: Edit Trusted Partner Sites List

To add a CS you must be setup as an AA. Select a line next to Trusted Partner Sites, and click on Edit.
Change the criteria below, and click on Add.

e SOAP URL= URL of SAML responder

e AuthType = SSL
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e  AttributeMapper = java plugin to read attributes from the assertion

e Action Mapper = java plugin to do tings based on the assertion
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3.2.1 Set Up a Certificate Store

See Solaris and Windows 2000 examples in figure 13-9 for setting up the certificate store.

Example 1: Solaris

setenv LD_LIBRARY_PATH /opt/SUNWam/servers/bin/https/lib ( assuming install dir is /opt, change
it if not to what the install dir is)

cd /opt/SUNWam/servers/bin/https/admin/bin

Jcertutil -A -n greed -t P -d /opt/SUNWam/servers/alias -P https-arth.red.iplanet.com-arth- -f
/opt/'SUNWam/config/.wtpass - i infile

where -d is the com.iplanet.am.admin.cli.certdb.dir parameter from
/opt/'SUNWam/lib/AMConfig.properties

-P is the com.iplanet.am.admin.cli.certdb.prefix parameter from
/opt/'SUNWam/lib/AMConfig.properties

-f is the com.iplanet.am.admin.cli.certdb.passfile parameter from
/opt/'SUNWam/lib/AMConfig.properties

-i is the client certificate of B ( greed).

Example 2: Windows2000

assuming product is installed in c:\sunone\sunoneis directory

go to c:\sunone\sunoneis\servers\bin\https\admin\bin

certutil -A -n greed -t P -d c:\sunone\sunoneis\servers\alias -P -P https-arth.red.iplanet.com-arth- -f
\sunone\sunoneis\config\.wtpass -i infile

where -d is the com.iplanet.am.admin.cli.certdb.dir parameter from
c:\sunone\sunoneis\\lib\AMConfig.properties

-P is the com.iplanet.am.admin.cli.certdb.prefix parameter from
c:\sunone\sunoneis\\lib\AMConfig.properties

-f is the com.iplanet.am.admin.cli.certdb.passfile parameter from
c:\sunone\sunoneis\\lib\AMConfig.properties

-i is the client certificate of B ( greed).

Figure 13-9: Example Certificate Setup
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Recipe 14 - Configuration Guide for Oblix SharelID for an AA and CS

Table of Contents:
1.0 Setup

1.1 Terms and Introduction

1.2 SAML Properties

2.0 Partner Configuration

2.1 Adding Agency Applications (AAs)

2.2 Adding Credential Services (CS)

2.3 Create a keystore

Version 1.0

1.0 Setup

1.1 Terms and Introduction

The SAML Artifact profile is one of the adopted schemes within the E-Authentication architectural framework. This
guide should help you setup SAML, to use Oblix as a Credential Service or as an Agency application. The Oblix
setup screens are the same, whether setting up an AA or a CS. In section 2, each type of setup is outlined separately.
After reviewing the terms, configure your scheme to handle SAML, starting at the main page shown in Figure 14-1.

Term Definition

Agency Application (AA) | An online service provided by a government agency that requires a user to be authenticated.

Credential Service (CS) A service of a Credential Service Provider (CSP) that provides credentials to subscribers for use
in electronic transactions. If a CS offers more than one type of credential then each one is
considered a separate CS.

Project Management The PMO is the organization that handles EAuthentication program management,
Office (PMO) administration, and operations for the Initiative.
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To get started, type in the URL and click on Access Manager.

£7 Oblix NetPoint - Microseft Internet Explerer u@jg]

Fie Edit View Favorites Tools  Help
Q- O KNRAG ) search 7 Fovortes @ tedo 462) R 23 @

Acckess ] https/JserverZinteropl  eauth,enspler. net/accessfobl) @ M B s
Google - v| Bpsearchwen - | g3 Bhisbiocked ] sorori | . . .

R http://server2.interopl.eauth.enspier.net/access/oblix/
oblix -

Identit Based Securty Solutions Access SySTEmm 6.1

Oblix Website | Online Support

NetPoint Access System™

[3] Access Manager

The Access Marbrmpmiea: e-croate_termou and manage policies and resources and test olicy e (G1ICK ACCESS Ma nager

Access System™ Console
The Access System™ Console consists of System Configuration, System Management, and Access System Configuration Curripurierits, wiicr are useu 1or ail
and of the NetPaint Access System™.

NetPoint COREid™ System
The NetPoint COREId™ System consists of the User Manager, Group Manager and Organization Manager applications and the COREid™ System Cansole

Sofware and documentation Copyright ® 1996-200% by Oblix, Inc. All rights reserved. Dblix, NetF oint, Oblix NetPaint, Oblix NetFeint 5.1, NetPaint COREId System: User Manager, Sroup Manager,
Diganization Manager, IdentityXhL, Carlificate Processing Senver (VeriSign ). COREid Server and UjebP ass: NetPoint Access System: Access Manager . Access Server, WebGate and Accessé ate.
COREI4, FEDERATEDI4 Layer, Oblix IDLink, Associate Portal Semvices, NetPoint System Consale, NetP oint Ready Realm, NetPsint Federation Senvices, NetPoint Mainframe Security Connector,

NetF oint SAWIL Senvices, NetFaint Connectar for WebSphere and their logos are tradem ats of bl Inc. Fortions copynight 1991-2003 Compuware Corperation. Includes RSA BEAFE @ ayptogiaphic or
security protocal software flam R4 Security. Copyright ® 2003 RSA Sseurity Inc. All rights reserved. This praduct includes softmars develaped by the Apachs Seftware Foundation

(http:ffwn. apache arg/). Copyright @ 1885-2003 The Apache Software Foundation. Al rights resenved. Copyright @ 2003 The Apache Sofbuare Foundation. All rights reserved. All other company and
Product names are frade names, servics mane, trademane of ragistersd frademats of their respective companies,

€] Dene  Internet
BEE™ & civowmentsand se.. ’[ ] Example 4-15.xml - 1., ﬂ ] ElementDescription 4-.., ’[ &) Enuth schema d-15.x.. e T ficto. DRRERED @ assem

Figure 14-1: Access System

97



E-Authentication Cookbook

v1.0.0

27 Oblix NetPoint User Applications - Microsoft Internet Explorer

File  Edi

View Favortes  Tools  Help
B - © B @ G Pt foro: @ @ 3-8 5 LGB
Acikess | €] httpsjserverZinterapl .eauth. enspler. net/a _page.coi Go  Links

Google - | [v] & searchweb - g3 Evisbiocked ] uori F] | Fdopons wWeb assistant {~ | Norton Antivius {5 -
Logged in user:
Oblix * NetPoint Acce age
bli Oblix-NetPoint | |
x version
Identity Based Security Solutions

Website | Online Suppornt

User Name [ |

Password [ ]

Ltogin |

Sofware and ducum entation Copyriaht ® 1956-2002 by Dblix, Inc. All rights resenved. Dblix, NetPoint, Dblix NetPoint, bl HetPaint 5, NetPaint COREId System: User Manager, Group Manager,
Diganization Manager, Certificate Frocessing Senver (/eriSign ®), COREId Semer and Web P ass; NetFoint Access System: Access Manager , Access Server, AocessXhL Server, WebGate and Access ate;
NatP aint Infrastructure Services, NetPoint Mainframe Security Cannector, NetP oint BEA® Realm, NetPoint System Consols, Oblix Publisher and their logos are trademarks of Oblix, Inc. Partions copyright
1884-2000 Compuware Garporation. Includes RSA BSAFE & oryptographis or seourity protacal sofbuare from RSA Security. Gapyright @ 2000 RSA Security Ine. Al rights reserved. This product includes
software develapad by the Apache Seftware Foundation (hitp idmas. p aehe.orgf). Copyright ® 19982000 The Apashe Software Faundation. All rights ressrvad. Copyright @ 2000 The Apachs Sefware
Foundation. All rights resenvad. All ather company and product names are trads names, senice matks, trademars of registered tradem atks of their respective companies.

€] Dene

® Internet

M"m?“w 3 Cipocumentsand se... |

Q@

Example 4-15,xml - 11,,, H ] ElementDescription 4-.., ﬂ EAuth Schema 4-15.%,.. H T Documenta - Microsof .. lix I DRAEPOED @ assen

tPoint L

Figure 14-2: Log In
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i i Jser Applications - Micro: nternet er M@

Fle Edt View Favorites Tools Help [}

Qe - @ ¥ [B @ Pseah lpraones @reda @) 3 s

Arkess | €] betpjserver2.rterapd cauth, enspir.netjo - page.cal G L

Google - | fhsearchweb ~ | §3  Shisbiocked ] rurl ] | P options Web assistant i~ Norton Antivius 5 -
Logged in user: Oblix Administrator

Oblix - NetPoint Acce ag

My Policy Domains

2 Name Resource Type URL Prefix Description Enabled|
[0 NetPoint Access Manager http Jaccess This domain protects NetPoint Access Manager URLs No
O samMl sam ! Automatically created for NetPaint SAML Services. Do not modify.  Yes
& O csp http fesp Web Pages when acting as a csp Yes
[0 Agency Application http fagencyapplication YVes
[  NetPoint Identity Domain ~ http fidentity This domain protects NetPoint Identity URLs No

[#Update Cache

[CEnabie i Disable Joeite ]

Click SAML Services

| 3

&] Done @ Internet
3 CAporuments and Se... | B Exemple 4-15.xml ... | 8] ElementDescrption 4-... | 8] Eauth schema ¢-15.x... | 8] Dorument3 - icrasof 23 Oblx e @R ABRED @ aserm
=

Figure 14-3: My Policy Domains

You are shown the default My Policy Domains screen. Click SAML Services on the left navigation menu.
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1.2 SAML Properties
Modify your assertion properties to match the screen in figures 14-4 and 14-5 below.

Oblix NetPoint User Applications - Microsoft Internet Explorer

Fle Edt Wew Favortes Tools Help

Qe - @ ¥ [B @ Pseah lpraones @reda @) 3 s
Actess ] hetpjserverz.nterapi eauth.nspier. netfa page.cg Bl ER
Google - | [v] Gpsearchweb | g | Shisblocked 5] cucrl [ | [ options 2 Web assistant = | Norton Antivius [} -

Logged in user: Oblix Administrator

Oblix « NetPoint

See Figure 14-5 for Assertion
Properties

NetPoint SAML Services

e —— eﬁ/

See Figure 14-6 for My
E2n Domain

- SAML Partners

oogopooo
E
=

Assertion Mapping
[ Assusncel evelMapping
O Mae—

«

O wima Unused, serving as dummy

(Add_ | Derete

[ o - Microsaft out. 2 e T IS O | ) Document - Microsof.. [ @99‘5@5 12:58PM

Figure 14-4: SAML Services

To add either an AA or CS click Add under SAML Domains. To view assertion properties, click on the Oblix
Assertion Properties link and a window shown in figure 4 will display.
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0Oblix NetPoint User Applicati
Fle Edt View Favorites Tools Help
eﬁack - \_) @ @ (b pSear:h *Favontes @ reda ) 8- ; D ‘a 3
Actess ] hetpjserverz.nterapi eauth.nspier. netfa page.cg Bl ER
Google - | [v] Gpsearchweb | g | Shisblocked 5] cucrl [ | [ options 2 Web assistant = | Norton Antivius [} -

Logged in user: Oblix Administrator

- Microsoft Internet Explorer

Oblix « NetPoint

SAML Assertion Properties

Issuer server2interopl. cauth enspiernet < Get from PMO
Conditions

NotBefore Yinow?s-300

NotOnOrAfter Yonowet0

Audiences

. NameQualifier Agreed upon with PMO,
jects / ¢
NameQualifier cauthentication Use this format

Format urnoasisnames:te: SAML:1.0:assertion# 3 5095ubjectlame
SubjectlName Attiibute

Authentication |

Method Level Method«

1 umrossisnameste S AMI: | Oiampassword Oblix Levels

. urmoasis nameste:SAML: L O:am password
In $80 Assertion? yes ‘
Affributes .
Default AttributelNamespace eaut < Attribute Namespace
Default Attribute Type

v should match Default

Attributes Name User Attribute  SS07  AttributeType  AttibuteNamespace

commonllame  cn ves eauthentication

surllame o ves canthentication

gventlame givennarne ves eauthentication

assurancelevel  departmentrumber  yes canthentication

Assertion Interpretation
Time Telerance 300
Audience Membership

< | 2

Inbox - Microsoft Out. - QP Rl 1257em

Figure 14-5: SAML Assertion Properties

The Attributes portion of the screen above is the attributes in the assertion. Make sure the attributes match the
default settings agreed upon with the PMO.
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lix HetPoint User Applications - Micro: nternef rer =)
Fle Edt WView Favortes Tools  Help o
Q- O KNRAG ) search 7 Fovortes (@ tedo 467) R D‘ J ﬂ 3
Acikess | €] httpsjserverZinterapl .eauth. enspler. net/a _page.cg
Google - | fhsearchweb -~ | §3  EMisblocked T coorl ] Edoptions Sha 1 HaSh Of Issuer
Oblix + NetPoint Acce age

Details for My SAML Domain

Share Receiver/Responder

Domain Name MyDomein
. SourceID £ 1E5b66c6804520d65761d10¢34 50 dEB23466bbe (Hex) with PMO
5 AFW 2 G2EUs 1p dh0QwONI+CPWa7A= (Base64)

Receiver URL hitpsifserver? interop 1. cauth. enspier netfsarn/ b SAMLE ice

Responder URL Itpsfserver 2 interop 1. eauth enspier netfsarml/ObS AMLResponderService

Issuer serverZ.interop 1. eauth enspier.net

Requester Authentication 0509
Requester SubjectDN C=US3, ST=District of Columbia, O=General Services Administraticn, OU=0kliz Saml, CN=server2 interop 1. eauth.enspier net, email Address=info@eauth enspier net
Cookies Cookie Name Assertion Athibute
CN_COOKIE commonName
P )
SN_COORLE  suare < Attribute can be set as a

GI_COOKIE  givenliame n
AL_COOKIE  assuranceLevel cookie

Assertion Mapping AsauranceLevelMapping

[ odi Js=c

[ tnbox - Microsoft out... [ e | B Documents - viaosc .| @gg BEGEL 1:00pm
——

Figure 14-6: Details for My SAML Domain - A
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2.0 Partner Configuration

Whether setting up Oblix as a CS or an AA, the same setup screens are used. Placeholders or “dummy” values will
be exercised from time to time, depending on the phase and type of setup.

i - Micr e =3

Fle Edt WView Favortes Tools  Help o

Q- O KNRAG ) search 7 Fovortes (@ tedo 467) R D‘, J ‘a 3

Acikess | €] httpsjserverZinterapl .eauth. enspler. net/a page.cgi B s

Google - | Bosearchweb - | @3 Ehisbiocked 5] aoorl ] [ opions wWeb assistant {~ | Norton Antivius {5 -
Logged in user: Oblix Administrator

Oblix + NetPoint

NetPoint SAML Services

Asgertion Properties

SAML Domains{

IyDormnain

¥

=
el
5}

=
i
=

e}
%]
i3

a
=4
=

ooooOood
7
‘e
g

m
(o)
i

r
i

Click Add to setup new CS or AA

[ Assuranceleveliapping
[ commonName Map
O  uid map

=

Inbox - Microsoft Gut... BT Documents - Microsof .., o RRRE 12issem
L

Figure 14-7: Add new CS or AA
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After you click Add, a screen as shown in figure 14-8 will show up.

lix MetPoint User Applications - Micro: nternes rer M@E

Fle Edt View Favorites Tools Help [}

Q- O HNREG O ssarch 52 Favrites @ rieda £2) - D‘ J ‘a 3

Actess ] hetpjserverz.nterapi eauth.nspier. netfa page.cg Bl ER

Google - | fhsearchweb ~ | §3  Shisbiocked ] rurl ] | P options Web assistant = | Norton Antivius [} -
Logged in user: Oblix Administrator

Oblix - NetPoint

Add a New SAML Domain

Domain Name
SourceID ©Hex OBasesd
Receiver URL

Responder URL

Issuer

Requester Authentication ©I.509  Requester SubjectDN
ONetPoint  SAML Requester
Requester ID

Requester Password

Allowed Attiibutes Oeommontlame
Osurlfame
[ givenMame
OassuranceLevel

Assertion Mapping AssurancelevelMapping

OBasic

=

<, m | [3)
] Click the button to add a SAML domain, @ Internet
3 CAporuments and Se... | B Exemple 4-15.xml ... | 8] ElementDescrption 4-... | 8] Eauth schema ¢-15.x... | 8] Dorument3 - icrasof 23 Oblix NetPoint User Aues @M ABRED @ «otrm

Figure 14-8: New SAML Domain

Add a Domain. This is used by the Inter-site Transfer Service to identity the SAML site the user would like to visit.
An example Inter-site Transfer URL for NetPoint looks like:

https://netpoint.fqdn.com/saml/ObS AML TransferService?DOMAIN=foo&TARGET=http://partner.fgdn.com/resour
ce/to/visit

Please see sections 2.1 and 2.2 to view the settings for setting up a CS versus an AA.
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2.1 Adding Agency Applications (AAs)

If you are adding AAs, then you are setup as a CS. Note the details in the following two figures. After clicking on
My Domain at the top of the screen shown in figure 14-6, the screen below will display.

Oblix NetPoint User Applications - Microseft Internet Explorer

Fle Edt Wiew Favortes Tools  Help

Q- O KNRAG ) search 7 Fovortes (@ tedo 467) R Df J @ 3

Acickess | €] hetpijsen

inkeropl  2auth, enspier.net/a

Google - |

[v] & searchweb - | g3 Elisblocked {5 curcr R options

Oblix + NetPoint

Details for My SAML Domain

Domain Name
SowrcelD

Receiver URL
Responder URL
Tssuer

Share Receiver/Responder

MyDormain -
e1f5b66c680452cd68761d10c345cdf823d66bbe (Hex) Wlth PMO
AFW2bGgETs 1pdh0QwIXI+CEWa7d= (Base64)

https/fserver? interop 1 eauth enspier netfsaml/ObSAMIER ice

hitps Jfserver? interop 1 eauth enspier netfsaml/Cb 3 AMT.ResponderService

serverZ.interop 1. eauth enspier.net

Requester Authentication {509

Requester SubjectDIN
Cookies

Assertion Mapping

C=Us, ST=District ¢f Columbia, O=General Services Administration, OU=0Obliz Saml, CN=server2 interop 1. eauth.enspier. net, emailfddress=info@eauth enspier.net

Cookie Name Assertion Ataibute
CN_COOKIE  commonHame
SN_COORIE  surbame
GIW_COOKIE  givenllame

AL _COOEIE  assuranceLevel

AsauranceLevelMapping

pace.ca Sha 1 Hash of Issuer

[ Modity [ Back

<  Click modify to change

settings, see figure 9 below

B8] Document - icrasof... |

Q@ AfpE vooen

Figure 14-9: Details for My SAML Domain
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i i P ons - Micro: ne

#

Fle Edt Wiew Favortes Tools  Help

Q- O KNRAG ) search 7 Fovortes (@ tedo 467) R J\}, J ﬂ 3
Acikess | €] httpsjserverZinterapl .eauth. enspler. net/a _page.coi Be s
Google - | fhsearchweb -~ | §3  EMisblocked T coorl ] Edoptions wWeb assistant {~ | Norton Antivius {5 -

Logged in user: Oblix Admi 51|.'|lor|

SAML Artifact Receiver:
Modify HP2 Important

Policy Do
Domain Name HP2
. SourcelD 7E0fh680beeh5i7c2354 |
o <
«

Receiver URL hips://sarver! interopl

Responder URL pslsenvert interop Responder URL and Issuer
Issuer server! interapl.cauh can be treated as dummies
Requester Authentication ®3I.509  Requester SubjectDN [CN=sarver! interopl ez

ONetPoint  SAML Requester
Requester ID

Requester Password

& commontlame

dl
sutame €
[ giventlame

assurancel evel

Assertion Mapping AssuranceLeveliapping

Oblix * NetPoint Acce age

O Basic

Attributes allowed to be sent

Allowed Attiibutes

=

~|

Inbox - Microsoft Gut... BT Documents - Microsof .., 3 RRRE 1zimeem
e

Figure 14-10: Modify HP2
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2.2 Adding Credential Services (CS)

If you are adding a CS, then you are setup as an AA. Note the details in the following figures.

Oblix MetPoint User Applications - Mictosoft Internet Explorer a
Fle Edt View Favorites Tools Help [}
Qe - @ ¥ [B @ Pt Flprommss @rede @) i 5 L@ B
Arkess | €] betpjserver2.rterapd cauth, enspir.netjo _page.cai [v] BYeo ks

Google - | [v] Gpsearchweb | g | Shisblocked 5] cucrl [ | [ options 2

Oblix « NetPoint

Details for My SAML Domain

Sha 1 Hash of Issuer

Domain Name MyDomain H
SourcelD e1f5b66c630452cd65761410 cdf323d66bbe (Hex) Share Rece’ver/Responder

AW 20 GgEVs 1pdhOQwOIDT+CPWa7d= (Base64) with PMO
Receiver URL hitps/fserverd interop 1 eauth enspier netfsaml/Ob SAMTR ice
Responder URL https ffserver? interop 1 eauth enspier netfsaml/Ob S AW Responder Service /
Issuer serverZ.interop 1. cauth. enspier.net
Requester Authentication X 509
Requester SubjectDN  C=US, ST=District of Columbia, O=General Services Administration, OU=Oblix Saml, CN=server2 inferop 1. cavth. enspier.net, emailAddress=i b enspier.nct
Cookies Cookie Name Assertion Attiibute

CN_COCKIE commontlame

SN_COOKIE  surlfame

SNECOOKD: < Attribute can be set as a

_ assuranceLevel n
cookie

Assertion Mapping AssuranceLevelMapping

=

< | 2

[ o - Microsaft out. 2 e T IS O | ) Document - Microsof.. [ @99‘5@5 1:00 P

Click modify to change
settings

Figure 14-11: Details for My SAML Domain - CS Setup
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lix NetPoint User Applications - Microsoft Internet rer

#

Fle Edt Wiew Favortes Tools  Help

Q- O KNRAG ) search 7 Fovortes (@ tedo 467) R D‘ J ﬂ 3
Acikess | €] httpsjserverZinterapl .eauth. enspler. net/a _page.coi Be s
Google - | fhsearchweb -~ | §3  EMisblocked T coorl ] Edoptions wWeb assistant {~ | Norton Antivius {5 -

Logged in user: Oblix Admi slmlor|

SAML Artifact Receiver: can
Moty HE2 be treated as dummies

Domain Name HP2
. SourcelD 7E0fh680beeh5i7c2354 |

Receiver URL hips://sarver! interopl
Responder URL pslsenvert interop Responder URL and Issuer:
Tssuer cenverlinteropl eauth| € Important

Requester Authentication  ©.509  Requester SubjectDIN |Chisarverl interopl o7
ONetPoint  SAML Requester
Requester ID

Requester Password

Oblix * NetPoint Acce age

O Basic

Allowed Athiibutes M eommontame
surllame
[ givenlame
assurancelevel
Use pull down menu to map
Seserton Mapping < users to local store

B8] Document - icrasof... | @ggi BEQE 12:59pm

Figure 14-12: Modify HP2 - CS Setup
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Oblix NetPoint User Applications - Microsoft Internet Explorer UEE

&

Fle Edt Wew Favortes Tools Help

@Ea:k - \J @ @ (b pSear:h *Favontes @ reda ) 8- ; = D @ 3
Actess ] hetpjserverz.nterapi eauth.nspier. netfa page.cg Bl ER
Google - | |v| Gpsearchweb ~ | g | Shisblocked fE Autoril [ | [ optiors Web assistant = | Norton Antivius [} -

Logged in user: Oblix Administrator

Oblix « NetPoint

fd a Hew SAUL Assertion Happing Refers to Internal Oblix level

Mapping Name

Description |
Level |

Mapping Base

LDAP subtree base

Person Object Class
Attribute Mapping ~ Assertion Attiibute Profile Attiibute |

v ©OR ] [
. Attribute in LDAP
Use pull down to find Another property in Assertion
an attribute in * Not an Attribute we know about in assertion
Assertion properties configuration

[&] tnbox - Microsoft Out. G o T | 2] UNC decktop [server... [ Oblix NetPoint. doc - @g RE zasem

Figure 14-13: SAML Assertion Mapping
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2.3 Create a keystore

¢ Create a Java keystore with data from the CA and the command:
keytool —genkey —keyalg RSA —alias mykey —keystore keystore_filename —keysize 1024 (enter the same
password for the keystore as the private key)

- Import the certificate of the CA that will issue this CS’s certificate with:
keytool —import —trustcacerts —alias some_alias —file ca_filename —keystore keystore_filename

- If operating at level 1 import the certificate of the level 1 CA (see above)
Create a certificate sign request keytool —certreq —alias mykey —file csr_file
- Have the CA sign your request and install it with:

keytool —import —alias mykey —file signed_certificate

¢ Create C:\NetPoint\NetPointSAML\NetPointS AML.properties (windows)
[optional — recommend for non-production]

Log=c:/NetPoint/NetPointS AML/oblix/logs/saml.log (actual log path)

LoglLevel=High

Keystore=C:/NetPoint/NetPointS AML/oblix/lib/keystore (actual path to keystore above)
KeystorePassword=password for keystore AND private key
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APPENDIX A DEFINITIONS

Term

Description

Agency Application (AA)

An online system provided by a government agency that
requires a user to be authenticated.

Agency Application Provider

An organization that offers one or more Agency
Applications (AAs).

Agency Session

The period of time the AA will trust a user before they
are handed off to the CS for re-authentication. AAs do
not have access to Authentication Session information;
they must maintain their own session with a user and
decide how long a user remains authenticated once they
have started their transaction.

Application for Assessment

A package submitted by CSPs who wish to make a CS
available for use in the Initiative.

Assessment Package

A package submitted by CSPs who have been accepted
for assessment. The package contains evidence of
compliance with all applicable criteria.

Assurance Level

Level of trust, as defined by the OMB Guidance for E-
Authentication.

Authentication Session

The period of time that a user remains trusted after the
user authenticates. A CS typically does not require a
user to re-authenticate for every page they request; they
continue to be trusted for some period of time after each
authentication. The allowed period between re-
authentication is referred to as the Authentication
Session.

Browser Session

The period of time the End Users browser is open. The
browser session begins when the user opens their
browser and ends when it is closed. All session cookies
are terminated when the Browser Session ends.

Claimant A party whose identity is to be verified using an
authentication protocol.
Credential Digital documents used in authentication and access

control that bind an identity or an attribute to a
claimant’s token or some other property such as his or
her current network address. Note that this guidance
distinguishes between credentials, and tokens (see
below) while other documents may lump tokens with
credentials.
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Term

Description

Credential Assessment Profile
(CAP)

A list of related criteria used to assess the Assurance
Level of a Credential Service. The E-Authentication
Initiative has several CAPs.

Credential Service (CS)

A service of a Credential Service Provider (CSP) that
provides credentials to subscribers for use in electronic
transactions. If a CSP offers more than one type of
credential, then each one is considered a separate CS.

Credential Service Provider
(CSP)

An organization that offers one or more Credential
Services (CSs).

E-Authentication Portal

A website that helps users locate the CSs and AAs they
need to complete their transactions. The Portal also
maintains information about CSs and AAs referred to as
metadata, which includes technical interface data as well
as descriptive information.

Electronic Credential Provider

An organization that offers one or more Credential

(ECP) Services (CSs). This is also referred to as a CSP.

End Users Any citizen, government employee, contractor, or
business who uses an AA. One of the principle goals of
E-Authentication is to make the End User experience as
simple as possible by improving the availability and
ease of use of credentials.

PKE Public Key-enabled

PKI Public Key Infrastructure

Project Management Office
(PMO)

The PMO is the organization that handles E-
Authentication program management, administration,
and operations for the Initiative.

Token

Something that the claimant possesses or knows
(typically a key or password) that can be used to
remotely authenticate the claimant’s identity.
Technically, the token includes a userid and password
that ensures token uniqueness within a credential
domain.

Trust List

The list of authorized CSs and their associated assurance
levels.
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APPENDIX B ACRONYMS AND ABBREVIATIONS

Acronym Description

AA Agency Application

CA Certification Authority

CAF Credential Assessment Framework
CAG Credential Assessment Guidelines
CAP Credential Assessment Profile

COTS Commercial off the Shelf

CONOPS Concept of Operations

CRL Certificate Revocation List

CS Credential Service

CSPp Credential Service Provider

DPV Delegated Path Validation

DSP Directory System Protocol

E-Auth E-Authentication

EAP Electronic Authentication Partnership
E-RA E-Authentication Risk and Requirements Analysis
GSA General Services Administration
LDAP Lightweight Directory Access Protocol
PII Personally Identifiable Information
PKE Public Key Enabled

PKI Public Key Infrastructure

PMO Program Management Office

PVM Path Validation Module

SAML Security Assertion Markup Language
SOAP Simple Object Access Protocol

SSL Secure Socket Layer

SSO Single Sign On

TLS Transport Layer Security

URI Uniform Resource Identifier
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APPENDIX C REFERENCES

Guidance Document

Description

Web URL

OMB M-04-04: E-
Authentication
Guidance for Federal
Agencies, [GSA03]

Policy guidance that defines
four levels of authentication
(levels 1 to 4) in terms of the
consequences of the false
positive authentication, and
misuse of credentials.

http://www.whitehouse.gov/omb/memor
anda/fy04/m04-04.pdf

NIST Special
Publication 800-63
DRAFT
Recommendation for
Electronic
Authentication
NOVEMBER 2003

Technical guidance to agencies
implementing electronic
authentication.

http://csrc.nist.gov/publications/drafts/dr
aft-sp800-63.pdf

Technical Approach
for the Authentication
Service Component

Provides a description of the
Authentication Service
Component Technical
Approach for the E-
Authentication Initiative.

http://cio.gov/eauthentication/library.htm

E-Authentication
Interim Credential
Assessment
Framework (CAF)

Describes the interim
framework used by the PMO to
assess CSPs for use by the E-
Authentication service.

http://cio.gov/eauthentication/library.htm

E-Authentication
Interim Credential
Assessment Guidance
(CAQG)

Guidance concerning
assessments performed under
the CAF; assessors will use this
document to ensure
assessments are performed
consistently and adhere to
appropriate policies and
standards.

http://cio.gov/eauthentication/library.htm
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Guidance Document

Description

Web URL

E-Authentication Risk
and Requirements
Assessment (E-RA)

The E-RA is a risk-based
technique to elicit
authentication requirements for
electronic transactions. Its
purpose is to guide users in
selecting an appropriate level of
authentication to resist threats
to their data, users, and
organizations that could result
from unauthorized use of
system transactions.

http://cio.gov/eauthentication/library.htm

E-Authentication
Interoperability
Testing Procedures for
SAML 1.0

Procedures and scenarios for
interoperability and
conformance testing for the
SAML 1.0 artifact.

http://cio.gov/eauthentication/library.htm

SAML Artifact Profile
as an Adopted Scheme
for E-Authentication

The SAML Artifact Profile is
one of the adopted schemes
within the E-Authentication
architectural framework.

http://cio.gov/eauthentication/library.htm

E-Authentication
Interface

Specifications for the
SAML Artifact Profile

Provides the interface
specifications for the SAML
Artifact Profile for use with the
E-Authentication Initiative.

http://cio.gov/eauthentication/library.htm
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